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S

User 1

Private
key

tdmMzdtte -3 B3O o dCstedMisOdzdz? ftodo Olsdztsc ts
Mlso stcj dzdz' deso tsGts B dzsSGC O



M ¢

I ke yded2 Sz y BkHj] odhmlskyOlsd [3OS 5y
BzH] o' HB®d2 of' o yOmddC Od. I tedo Olsdzd 2

w e tsd3lz o' dz dz0dzy Y dIs/ . 1 tod Mmise stc ] dzdz’ d
cf " HfdMmMOIsde Mmots’ d3 § tcd o Hsded] Cdrxrofj?d3 BdAR
mMtse * CdW stedzdOyt E ftots Blstedd@Zdzo Oyod IsO 9o ' H
odMmskzyf O s E tetd "h OHtj M.

l Oydzdead2 OMfjSlk odzvcO’ 2 sz, h s
By 20 fjtejo  tedlsd, yd ftOoaddz dzgdds ftcedo O
B dzts € . vieBlsts &3 By j B 2§ joddlilsdm:! , h s
MftcOQoydzg' @3 S stedMmlszo OYyj &3 d&3j tog 3 * .

v dzOh " 2 JEtscOd ydtedir wegd2m! o dBt
BkHEIs! o  HiMddzOIsd Mets® Ctsf' BdC yj 2 d ¢
dzi BEZHEIS! ftosatsHdIsd fjtjo' ek L od¢tst
BzHEIs! co' HECddzzls® €&, ldz$ B Istasdzts ‘o dzv Is ¢ € s ¢bff
Bzt yj2dd. v odfOHSCE wCht ojtedW' COy' w
LOR dewlils! Mo 2 ¢cdtsCOdz dzd2¢é B dzsC yj 2 dz dzO

L toj Odzt desdzgz 3 dIsls® , wehts Zlilstsf! tsls to d
CstecdMmiszo OyoO, Ists " dzh' CwtedMmlszo Oy' sy kz
9 " IHzO BOUAste sz ©YO. v OCdd3 yd dzts d30 a t=HalzB HI3C
ftcd o Ols dzd d&3d ¢ dzt yOsd B' dz/ h sfyls"’ z y O fmdzd ¢
CstedmMiszo Oy 9 L O BMisOdzdz &3d HOdzd 3d ME &zO
stcj BO LOoatsdzsH ' Isd "tsy® B 111 & dz 2 s5dz0
ctoesLBdzZsCzZo Olsd dn' ' ddw' fipe's’ s detic OdzL OC y ' 2

stsydegd?2 BdzsS B Misdls! o Mt fjodzs HC
fte®&lskz BEH] tjOd LsoaOdes 2 Isdfd IsttOdzL OF -
dz' yJj dzL z o Odzdzv . ]l fmw CdeW stedgOY " W h sHis
LBJte' OIsdmw o BhsC yd 2d . g4 O3 so sted |
Cyjdz Cstedislze Oy dEds B tafd dFHOBARZS) Serpistiztdf
HsLotsdzw' L dgjdzh dlsd tsBO ' d@3 HOdzdrm, WEC' Iste,
B'dzh hodHCE 2Bcet cGIEE S d O § HHDP sl d t
Iso sted dzOdzy 3 Ols fjodsdte Cttedmlskze Oylz,
fsHdoadlsdm’ , Cedsk Mis Odzdz' 53z 1 stdafdzdtf Jttgijt®]



Cydgsets BdsClk BRH] fjtejo wWwikdmw, yd o
ssets, Nt ©&BdHORBEEG v @ 2cc¢t 0o Odg

Works
Database

o, ==
rights information
t MEz2eE8R- ] BO dzse ' Yydesets totsL H' dzj dedaw d3' 3y d
2O o tstcd

[tse' ydzs MO’ LitLEd ds, s Ctydd?2 €t
5O L dz@2Isd ' fidsostets 5. CAiy dzs@Esj L § j Uz flesL &
90Oy dzdodds WOCKktstetsds HdzWw o Hflsj ) j dedz? ' Mist

DD = A

rights information

A s PP

rights information

2 . (265LtesBC O fftotsce tcOd3d
| SLicsBSC O Bidaso dets’ HleseteOBd e’ ydzts to

2. 290 &S 1B tc ddinids jOrtzzE (zis @ dzj i detsh)IS ‘Is Iz

 dzv tetsL tesBCd ftosctcOd3d B Ezdzka 5@t dsts 1RE.
LO9 Odzls Oy j dzts tsW ' y' 2 dzd 2 vej JOKHES 3 dizcfs gieca
o' Azul " Bdz' Blay @dfXdzd o dSCtstcd Mmils Odz Hdzw ff 5
tdzlsj oW j 2 Mk ftoscteOmipdd h A oLl € ) Jetdzjdzts | E
| DEAdB ' tc Bsod focctcORBzo Odzdgy IsO Mmjtej HE
Hsfme ' H' odSCtsdzOe yw .

I weisfmls' dsCOdz des° BOLd HOdzdr Ctsted
sBtcOdzs B ABRESEBOAdHj Odz! dets f°  HaHdIs! HdzW
9 BOLBots®Ez tjydd ' Histed iz H2e@1'df H O dedor
Is ts d3lz, hts oBdzO@ L Oi - meOnaptsroyy Iz d I©0HzBlAN Hys ez ff s
LOf EMCOIsd ~ ' tsCtejdts ' H ftosdcteOdd, O HC



Il wetsmis’ YJ dzlstcOdz’ L s Odzts BOLd HOdz] -
CassaMmjdrdzgjtcj dzv y' 2 dz0 BOL O HOdzdrmr Bte' ' dzlsts
sjC¢MmMssoadLas®ada@r a ORso yco Odzedz" &3  * HIste d o
SHdyYyQfmzes. L Of Mk y' '~ BOLJd HOdz n B Iz
9 tlszOdz dzd » d € & KzlizAAsdzjfids oots tc | ddto c de@ fiyip o s dzd 2
WO2dz Hozw L Of OrpCslzs adp@iLrdes @ Odzd &es sz S sd3ff 6 ¢ Is

version: " 3'
services:
cassandr a:
i mage: cassandra:3.11
ports:
"9042:9042"
environment :
MAX_HEAP_SI ZE: 1024M
HEAP_NEWSI ZE: 800M # 100 * CPU cores
vol umes:
- ./l datal/cassandra/scripts:/cql

- ./ datal/cassandra_data:/var/lib/cassandr a
CS odHds L W02z, oCHRAtsagBj sl
mMtsB mMCtedtIs H dzw Cde Yy u@R'sOye Oy dr]j® Jdl

fic®lskzo Odzdzy f tstclskz 9042 L € disg R dal deHodztszOdz
2. 4, Bzdzs Mlso scg datsi nijddis defqlelz’ G 0Q@dz' L Oy’
Emy toj Hdzj dz' BOLd HOdz - :

CREATE KEYSPACE I F NOT EXI STS rights_manager WI T
"cl ass' . " SimpleStrategy', 'replication_factor'

JtetsMmis' t6 ' d3d dzr B tes s z@Da@ dzodr @z sdzkz B 2 &
sOBdzdyw Hdvw LBJjt' ¢cOdzdzy Isoatstc’ 9.

v [2 blockchain
> [J.idea
v [Ddata

v [ cassandra

v [Dscripts

=

{ d ME2wzELOMs § @O dzso 5° MWL sktcd f tot

VU HEHOLSE ¢ &ty d0 § cpOmdiseR dig' S dsa
b fmse' of) LOdjydshls' , oiCusiy,’ KO dirda@d



ojtm" 1.18.28 odisdmlssoalz’ Is! Mw Hd2 L (
B' Bz sIsj SO ojtefm' ’ 2.1.214 & MlsdHRs Olzd fr
HOdgs @ teh"° 2. 10. 1 9od¢ sted fijlatmsknd’ ‘IS0 Won HE

HdzZ?w L Bjtc' BOdadzBE mmo m@agfAcm’ 'd3' Iisldads.' 0 H s tsd3
Hdzw tetsBsIsd L teo' Lcdednozdd dstdaf sCobmdk-oHe@sgsdeAr), 'a’v a4 .
d&i3' MisdIs! I MmtsB HicO2 9 j teC aHsdaYadinte eizts fsdpy & O B
j av-gaf xphi cd x mlj ,axwvcgofaxt afg f stcd mlsso z Is! Mw F
GlecOW " ydesegts ' dzlsj teW J 2 Miz.

] ZOaradgeomppl egidBtstedmistsolz’ s fiw ‘G lstdy,
j avamd x-phuwgdzn L OfzMCE ¢ tcOWa'vadKss haryayjydzlin
odittedMmlssoalz’ Is! MW Hdzw LBdtcOdedzat o ffflad oL OO0

2.2.2 [fdMm Mot ddr Mklsdasmlsj?
1 zdzts fslssthdgsdedz B zdsodks, fiy IsT, r: aWdasl @oettk o n

szlsdzBmbdz'kinlsdIls: & fgth)szfomtigdmls z § dz’

String id = UUID.randomUUlID().toString();
byte[] prevHash;

private byte[] curr Hash;

private String timestamp,;

private byte[] minedBy;

private Integer miningPoints = 0;
private Double luck = 0.0;

private Transaction transaction;

) sdijod Mk O° kd2 COdz degd g * H' dzls QY & Ols
previBdaoisdls! o Mt HOdE ~jethr f&hfhiEegld
MsB' HOdE ~jhlk {f dldemedstgcamind 26 B, Mifssdzj H
BidzsC &, mithteddiBynlsdls! HOdz ftets Itscts, |dstk
o e tstcdliylsiiso ZH dzv o dte” N jdzdzv CtsdaWdz' CIs’ 9 st
transdcils plsor ' dWsttdzOy' ¢ ftots IstcOdzL OC y' 8

I Edzs Mbeottjdits HGSC dz €O B isdzilbsjtddd Cldts
CodemlstezCIstste adStstedMmlstsolz’ Is! Mw Hdzw ' dg' Yy

publ i c Bl ock(String i d, bytel] prevHash, byt
ti mestamp, byte[] minedBy, I nteger miningPoints,
this.id = 1id;

this.prevHash
this.currHash

prevHash;
curr Has h;



this.timestamp = timestamp,;

this. minedBy = minedBy,;

this. miningPoints = miningPoints;
this.luck = luck;

}
tezed?2 SCodnskzlsste sadStstedMmissalz’ Ist MW
fsfjtcd Hdz 2:
public Block(Block I astBIlock) {

this.prevHash = |l astBlock. get CurrHash();
this.luck = Math.random() * 1000000;

}
vtejIs' 2 CodemMbsckzSIsste adSBstedmlssoalz’ Is+ mMw

public Block() {
this.prevHash = new byte[]{0};
this.luck = Math.random() * 1000000;
}

) Hf M Odedz B dzsC bk Sd = ufiesskd € dzOfg”
ftode Olsded 5 ¢ dz¥ UpBdANs§J Filfip@dgagisd ~j" HO
§° HidmOdzd?2 fwdoOlsdedd3s Sz yy &3 °~ “<qd2 dBEY

public void sign(Signature signature) throws &

signature.update(this.toString().getBytes()
this.currHaisghnat ure. sign() ;

}
l1jtejo e 0O BEESE LO HGBfSHBsets® f zB dz'
odedz"HO' dzOMsky dzd B yd dzts d3:
public boolean isVerified(Signature signing) ¢t

NoSuchAl gorithmException,
Il nval i dKeySpecException, Il nval i dKeyExcept

PublicKey publicKey = KeyUtils.create(mined

signing.initVerify(publicKey);
signing.update(this.toString().getBytes());
return signing.verify(this.currHash);

}
ljtejo 66O " HJjdzlsdydesmls®™ LeotsHdI! MW HTS
o' dz SHAZBES8 EZBECd HBRZOCto

@Override
public boolean equal s(Object o) {



if (this == 0) return true;
if (! (o instanceof Block)) return false;
Bl ock block = (Block) o;

return Arrays.equals(getPrevHash(),
bl ock. get PrevHash());

}

@Override
public int hashCode() {
return Arrays. hashCode(getPrevHash());

}
Il Oy dzdodd3 dstsd3d dzlstsdgz 4 toiSd dui de@al jsdzd
o C dzs YO Is i jftasidavdz’ 2 R jh, HOKO Mise ste] dzdz

@Override
public String toString() {

return "Block{" +
"prevHash=" +
Base64. get Encoder (). encodeToString(prevHash) +
ti meStamp="" + t\i mestamp + '
mi nedBy ="+
Baseb64. get Encoder (). encodeToString(minedBy) +
mi ni ngPoints=" + miningPoints +
, l uck=" + luck +
Py

}

l Oy dzdots f ORBOWISOIsd o d CBsacsdaifiAs ol ® O G
~ndh'e IO Cdzsyj?2. cShe dzgj odStstedMmistsolze C
BO2Is' 9 HdzW o' HBBtO) Jdzdzg" yd L BJj 6’ ¢ Odzdg™
iHOdzZ o9lstcOyj dz

slsdZThBEns &t isds! & Mss' d&OMskfd {&

private byte[] from;

private byte[] to;

private WorkTransactionPayl oad payl oad;

private final String blockl d;

private final String timestamp;

private final byte[] signatur e;

private String id = UUID.randomUUIlID().toString()
) Sdzfi r ody' Misdls! ' dg stedBOY' ¥ f LR 4 sl st

W stedBOy' Y ks BB fdEod yomy Yiseay ' ¢ f ot
fijtjHO ! v o § sl thydzasljstes Ot O S yH J dzls diis ¢



WCEEtE d&Odzi y dlst  f s s iy dz@ sdis EELIsO C ' daW, 5 e
Codzd lsOdet OCY' v sikzgroOdstinisls dls’j dad, Mt as'dzj 1 Od
StcOdzLt OC' o L df KBz dzgd B ' Hj dzsd ¥ ' CObttetsd Is

sdzOfm ans 8OC BN BO Hy ¢ dz2 €O CtdmistlzC
IStcOdzL O y' "Bl 0'fSk tdzi oSOddishipiz g @il a Id3y Is tsiDapsSht O oi dn
1 sodzd?2 CBHaQsm®iiglsdis: Mwo ,0 tHitsdzOlds Cdiz. 2

ulzls dzWhlstielsdils! bk fMte' fked ydzd2 IO
Cdzt Y' & BRdzt tPc@izs aDizSsigdladsur 8L &1 go § iz
2048. 1 o ded\a | tistlery dAOz@ figte Oy ddis,d folz daCHsH Ofis.C Xz

bkls ZWhisk' Misdls! Ek Mss' d&OfMskfd §sdv:

private final String id;

private final String title;

private final l ong sizelnBytes;
private final String creator;

private final Local Date creationDat e;
private final WorkType type;

1 sdgjd Edz' COdzr degdd3 " Hy dzlsd W " S Olststctizdsmls o tst
WstedzdOy' 't s dzOzelk Bintgk, § wHEjistcdzOy'
so stclz © B @XIle@F ,disfddsdzy H O dz' fticsc 0@ Bisitc®n
B Misd s I Mmtsec'ts 'HdMstizic difdsp’ =tc jtfdgdev€ Ols dzts tc kdzO
Iso st lz. ledzs Msotstejdzts " HIstedd®B3S &z 3 o dH'
Is o tsitcty B tc Oy j dadav .

2. J4 OB dzd y* B OL HOdz] ~
1)l ockchain. db

[ LB j ' ¢ O did t€ s deinlORastd ¥ ' trso HEsALO dz! Hi &

CREATE TABLE I F NOT EXI STS blockchain ("
"id VARCHAR(255) PRI MARY KEY, "

"previ ou¥Y ARLHAR(2000) , "

"current hash VARCHAR(2000),"
"created_on TI MESTAMP, "

"created_by VARCHAR(2000), "
"mining_points | NT,"

"luck NUMERI C"

"y

+ + + + 4+ + + 4+



wdzls J oW J 2 fp HdzW twtsBBIsSd L y' "¢ IOBddyYyJ*®

List<Block> findAIl Il Bl ocks{();
void saveBlock(Bl ockRequest bl ockRequest);
void deleteAll Bl ocks () ;

wdzls j W j 2 Bkdzs B] @dzk ic h & ® detP edtssl ez @CfgSH ¢ ak:
L 202 Isd op ,H fHzQECCSZ ¢ . 4

2 ransaction. db

rdzv L Bjtc' cOdzdz" IstcOdzL OC y' 2 B RZEDLMNIS sHal

"CREATE TABLE I F NOT EXISTS transaction ("

"id VARCHAR(255) PRI MARY KEY, "

" fro'm VARCHAR(2000) , "

\'"t\d VARCHAR(2000), "

"payl oad VARCHAR(2000), "

"block_id VARCHAR(255), "

"created_on TI MESTAMP, "

"signature VARCHAR(2000)"

")t

wdzls j oW j2M Hdzw tetsBtlsd L y' ‘¥ IsOBdzdy, ®

+ + + + 4+ + + o+

void save(TransactionRequest transactionReque:
Transaction findTransactionByBlockld(String bl
void deleteAll Transactions{() ;
List<Transaction> findAlIl T Transactions();

wdzls j o j2 ) Bhds € @dsasdOds Pes @&Ez60EHn ok
ZO2Isd ob,H QLN ¢ . 5

Swal l et . db
[ dzv L Bjt' ¢Odadz" Cdz¥ y' o BLdz22BL tstcy @atzd 2

"CREATE TABLE I F NOT EXI STS wall et ("
"private_key VARCHAR(2000) UNI QUE, "
"public_key VARCHAR(2000) UNI QUE, "

"PRI MARY KEY(private_key, public_key)"

Il)ll

wdzls j teW j 2 Hdzv tsBtslsd L y' ‘¢ IsOBdzdyy

List<Wallet> findAIlIl Wallets(),;
void saveWallet(WalletRequest wall et Request);

wdzls j 6% j 2 BRds WO e tsh Odas? tsod 8 R ' m ot
L dz021Isd op ,H ®HzQIELCSZ ¢ . 6

-

+ + + +



4 wor k. db

dzv LB jtc" cOdedz? Isotstc’ 9 Blzdzts fMsneststeyrods al
HOdzd 2 :

"CREATE TABLE I F NOT EXISTS work ("

"id TEXT PRI MARY KEY, "

"title TEXT,"

"work_type TEXT,"

"creator TEXT,"

"creation_date DATE, "

"bytes_size Bl GI NT, "

"work content TEXT"

oy

wdzls j oW j2M Hdzw tetsBtlsd L y' ‘s IsOBdzdy, ®

byte[] findWorkConwenk(&)Jring

+ + + 4+ + + + 4+

Wor k findWorkByld(String workl d);

String saveWor k(WorkRequest wor kRequest);

wdzls j oW J 2 M BRdzt tcQoodVortkoPedetss I dsd dz@fBH mb
L dzO21Isd o ,H WfHzQECCSZ ¢ . 7

2.2.4 [fdMm shdseoddr d&ilstsH' 9 B BIsd

Bl ockchaitwmzsoda@e € &z0f HdzY BB S J
dz2 segts ° L Oldzjayndstsafiplst' i odp@P er si st els®e J S B o34
C dzOWEzl W&E€td,2 o3 Misdls! fEkedz ydzd?2 Is0Ol $&dzg DI
CsH CazOMmMkz L dz0ntrdlfizglIlseo ¢H BHOISC 2

public void |l oadBlockChain() {

try |
List<Block> all Bl ocks
bl ockchainPersistence.findAIl |l Bl ocks();
for (Block block : allBlocks) {

Transaction transaction
transactionPersistence. findTransactionByBl ocklI d(
bl ock. set Transaction(transaction);

}

bl ocks.clear () ;
bl ocks. addAIl Il (all Bl ocks) ;



HY

bl ockObservablelList.clear () ;
bl ockObservabl eList.addAIl (all Bl ocks) ;

veri fyBlockChain(blocks);
} catch (General SecurityException e) {
throw new Internal Error (e);

}
}

[iksttwadBl ock@h@dzZm@)kz*® kff' BdsSd L
BdzSC' o, wWCd2 Bl aai cidesi ® KazOdizs dzd 2 B dzts ¢
o' HYtSo ' Hdes® lkOdL OCY' ‘verj OBl odk @FQOT

private void veri fyBlockChain(LinkedList<BIl oc
throws General SecurityException {
Signature signing = Signature.getlnstance("

for (Block block : currentBlockChain) {
if (!'block.isVerified(signing)) {
throw new General SecurityException("
failed");
}

if (!block.getTransaction().isVerified(si
throw new General SecurityExcepti
validation failed");

}
}
}

L Y' @Bz BjIssH' b dVdmHddvis LipY dagfp lists B dzts §
stcOdzL OCy' . (¢cS¢hts wCd2fm! BdzsC yd IstcOdaL ¢
o dzC O ftescetcORBd. Aj2 dBjlstsH OCtsYy od¢
BdzsC yj 2dz o.

1 Ok &2 fkBd yde' BjlssHd odStstedmistse
1 jteh d2 odgjesastHe Wor k Bl oc&kd Ststed fiplgts aw' r ik | figw)
BdzsClk ftod toj MOy ~ dsotscs kotstlhk
public void createWorkBlock(String workld) {

createBl ockForTransaction(wallet.getKeyPair().dg
workld, TransactionType. PROPERTY_RI GHTS) ;

}
reze d?2 dgjelsgsiHs t er Transaction(bytel]

TransactionTypedSesedmhlascdskzobThpenr dzv MmMilso



H

' dzzr ysets BdzsCkz, Ctsdzd IstejBO ftese j Misd
dz' yj deL:lz o O dzdzw
publ i c void registerTransaction(byte]] recei

TransactionType transactionType) {
i f (blocks.isEmpty()) {

throw new I'l'l egal StateException("You
transaction, there are no work blocks");
}
createBl ockForTransaction(receiver, wor kIl d,
}
I BdHO® O d3d stsH oS stcedMmlstsoa lz® Is
createBl ockForTransaction(bytel] rece

transacttsenVPYpmsels d&sy dzO ¢ dz® kldaf Isfo ipdatBaH dads
YoMz Mo tstcj dzdzv dzso sets BdkzsSEZ O  datse
ftcdoOlsdeddz Szt yjd3 Sstedmlszeo Oy O:

é

Signature transactionSignature =

KeyUtils.get Signature(wallet.getKeyPair().getPri

Transaction transaction = new Transaction(wal/l
newBl ock.getld(), transactionSignature);
é

Signature blockSignature =

KeyUtils.get Signature(wallet.getKeyPair().getPri
newBl ock. sign(blockSignature);
é

1 OMlszf dzd s GMmMdeso dzgd d3 d3j SsSH A d3J IstsH

tosL tesBdzj dets d3j stsH fted2dgv Islsw o' h jdadagw L Od
o' H 'dhtséts Cstedfmlszo Oyo OB dzOe f OC d dzj
veri fyAndRe ac Do 56 e tek@iB'( poc kK € h a i2nsSSetsr v € 6
Bsy dz0 L dzO2 Ishd, of HAESHISO IsPS. 28

T ufcyOShk tlttddOdd?2 BdsSyj2d §jtejo to
Bjlstwielz i fyBl eckChsasicts( ) hse k§ jodedlsd:
LOk] MicsoOdzd?2 CHEEHMHEROMY 2 SaEzs] 6d :
CShts Ty SHdz BdZsC dzj o Oz Hdzd2, o5 ' H



11 0d odCdzdC GalsRfyyhtktg Besrn WoV K (BI & gkej k
sMisOdedz’ 2 BdzsC Blstcd BOdse s B dzs§ yj 2 dzlz
ZOBOG O Is! Mw BOdz' f zdzt 9 Olsd f tcOo OdRd dzO
Iso ' tc. CChts Oolststc B dzsekdz' HAGdBO ‘' B dfiStE Quej 2
fted?2dev Ists.

T10Mszf dzdds CtesSsd3 fitejo’” W' Is! MW, yd
femMisdds. cSChts dzsCOdzr dzd?2 BzBCyj2dz f z2fy
Coted MisEds@®Y G tcdf2 BO' Is! v Bdstyj2d Ctsted

T10Mszf dzdd3 CtotsCtsd3 f tstc’ o dgs 8 Ist Mmw g N
BdzsCyj2dzz SO dzsC Odz dzsets. v oadf OHEC Iz,
BdzsCyj2ded 2 d ysetss twtseBdlsd dzj § tslstc’ B
sBdHO O BdzsCyj22dd dOsIs! tcizis fzf = Ot tizt

stc Of dzvw * Is! fw Y Jd sL dz0yo* , hts dzOMmis O:
fijtejo tb&d, Mt odL &Oydld, wed2 0Ooalst
B dzts € .

11 jthss fjijtcjo' .G Cwdej demzmiz * o dL o
L OMIs Ot dzd 2 . l sdz0 odL d&zOyo* , yd w ¢
?BGts. cehts silstcd B30 dzd 2 BdztCyj2dz L O
o dCtstcdMmMlssolzoaOIsd Mo 2. c¢htsddzis$ @& qded
et oditstcdMmMistsolz’ @3 Blstcd dzOdzd 2 . c S
tesBd s " sHis Ctdzmj dzmizmMk 2 yj 0" @B t
CShs sBdHO O OCIszOdz dz', i3 f Jjtej mtSH A
1T1jtjo  eCts¥ Htozets'™ o ¢ d&zZOHj detsMmls® * d3j Is

BOE Is SHd&ZOSCtse d2 f syoOlsCtsod? B dzts ¢ . (
BdzsCyj2dz, wed?2 Blzoe MmMbeottjdd?2 1§ Jtch dd
Ists fjtoj nBHIBS HEB dOMskzyf dsets to' o dv o
T 18 d@3sd3 dzlslz HtsMW e dzj dzdzy dzOMiskzf desets  d3d
BdzsCyj2dz H' 2Mmded?2, ' BdHO O BAtEYJ 2 d
BdztsC Iz. ztsB 9odL dzOydlisd, wed?2 tMisOdzdz
odSiBtedMmlssalzo Olsd, B §J tojdB0O Aedf dsize L OQcty
BdzsCyj2dzz. v tlOL' dg yd®  di3d o dL dzOyd
noOoy' , vweCj * fHftshMiss o jddSdd adif OHSC S

sOCdd yddsds fed2 kO s v ' h j dedgv P SH
CmdW dz' Clsdz MdlkzOy' ', Stsdd BdsSd Motk
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<?xml version="1.0" @&@Bncccdi ng="UTF
<project xmlns="http:// maven. apache.org/ POM/ 4. 0.
xml ns:=xX'shittp:// www. w3. 0rg/ 20041 XMEEL¢ hema
Xxsi:schemaLocation="http:// maven. apache. or (
http:// maven. apache. odr. /. x0s &/smdd ve n
<model Version>4.0.0</ model Version>

<groupld>ua. khpi.blockchain</groupld>
<artifactld>bl ockchain</artifactl d?>
<ver si onSMNAPSHOT</version>

<properties?>
<maven.compiler.source>17</ maven.compiler.s
<maven.compiler.target>17</ maven.compiler.t
<maven.compiler.release>17</ maven.compiler.
<project.build. sourceEncodi ng>UTF
8</ project.build.sourceEncodi ng?>
</ properties>

<dependenci es>

<dependency>
<groupld>org. projectlombok</ groupl d>
<artifactld>l ombok</artifactl d>
<version>1.18.28</version>

</ dependency>

<dependency>
<groupld>com. h2dat e</ groupl d>
<artifactld>h2</artifactld>
<version>2.1.214</version>

</ dependency>

<dependency>
<groupld>com. goog|l .code.gson</groupld>
<artifactld>gsonc«</ tifactl d>
<version>2.10.1</version>

</ dependency>

<dependency>
<groupld>org. apache. commons</groupl d>
<artifactld>tamopawmsg i factl d>
<version>3.12.0</version>

</ dependency>
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<dependency>
<groupld>org.openjfx</groupld>
<artifactld>javafx</artifactl d>
<version>17.0.9</version>
<type>pom</type>

</ dependency>

<dependency>
<groupld>com. datastax. oss</groupl d>
<artifactl-d>ji axveaor e</ artifactl d>
<version>4.17.0</version>

</ dependency>

<k - https:// mvnrepository.com/artifa<t/ ol
graphi-css
<dependency>
<groupld>org. openjfx</groupl d>
<artifactl d=gjraawaehfixcxs</ artifactl d>
<version>17.0.9</version>
</ dependency>

<k-https:// mvnrepository.com/artifadtx/mdrg. o

<dependency>
<groupld>org.openjfx</groupld>
<artifactlddfjxaMaf/ixarti factl d>
<version>17.0.9</version>

</ dependency>

<k - https:// mvnrepository.com/artifa<t/ ol
control=ss

<dependency>
<groupld>org.openjfx</groupld>
<artifactl d=cjoamutafod s</ artifactl d>
<version>17.0.9</version>

</ dependency>

</ dependenci es>

<buil d>
<plugins>
<plugi n>
<groupld>org. apache. maven. plugins</gro
<artifactl deomapiedlpdrugi n</ artifactl d>
<version>3.11.0</version>



Py

<configuration>
<release>17</rel ease>
<source>17</source>
<target>17</target >
<annotationProcessor Pat hs>
<pat h>
<groupld>org. projectlombok</gro
<artifactld>l ombok</artifactl d>
<version>1.18.28</version>
</ pat h>
</ annotationProcessorPat hs>
<fconfiguration>
</ plugin>
<plugin>
<groupld>org.openjfx</groupld>
<artifactl donjaavvemf xgi n</ artifactl d>
<version>0.0.8</version>
<executions>
<execution>
<k -Default configuration for runn
clean javaf»: run
<id>def-zuli/id>
<configuration>

<mai nClass>ua. khpi . blockchain. App</ mai nCl ass>
<l auncher >app</ Il auncher >
<jlinkZi pName>app</jlinkZipName
<jlinkl mageName>app</jlinkl mage

<noManPages>true</ noManPages>
<stripbDebug>true</stripDebug->
<noHeader Files>true</ noHeader Fi
</ configuration>
</ execution>
</ executions?>
</ plugin>
<plugi n>
<groupld>org. apache. maven.plugins</gro
<artifactldemadpamgi n</ artifactld>
<version>3.5.0</version>
<executions>
<execution>
<phase>package</ phase>
<goal s>
<goal >shade</ goal >
</ goal s>



P

<configuration>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<excludesdNNETA . SF</ excl u
<exclude>META
| NF/ * . DSA</ exclude>
<exclude>META
| NF/ * ., RSA</ exclude>
</ excludes>

</ filter>
</ filters>
<transfor mers>
<k -add M&Llmss to mani fest fi
<transfor mer
i mpl ementation="0org. apache. maven. plugins. shade.r
Transformer" >
<mainClass>ua. khpi.blockchain. App</ mai nCl| ass>

</transfor mer >
</transfor mer s>
</ configuration>
</ execution>
</ executions>
</ plugin>
</ plugins>
</ build>

</ project>

¢. 2 stHTrCadeGfalxc t i on. cl ass

package ua.khpi.blockchain. model ;

i mport |l ombok. Getter;

i mport |l ombok. Setter;

i mport wua. khpi.blockchain.util.DateTi meUtil ;

i mpowmwta. khpi . blockchain.util.KeyUtils;

i mport java.io.Serializabl e;

i mport java.security.IlnvalidKeyException;

i mport java.security.NoSuchAlgorithmException;
J

i mport ava.security.PublicKey;



i mport java.security. Signatur e;
i mport java.security. SignatureException;
i mport java.security.spec.IlnvalidKeySpecExceptio
i mport java.time.Local DateTi me;
i mport java.util.Arrays,;
i mport java.util.Base64,;
i mport java.util . UUI D;
@Getter
public class Transaction i mplements Serializabl e
@Setter
private b¥§tem]
@Setter
private byte[] to;
@Setter
private WorkTransactionPayl oad payl oad;
private final String blockl d;
private final String timestamp;
private final byte[] signature;
private String id = UUID.randomUUID().toStringq
publ i c Transaction(byte]] from, bytel] t o,
payload, String blockld, byte[] signature, Strin
this.blockld = blockld,;
this.id = 1id;
this.from = fr om;
this.to = to;
this.payload = payl oad;
this.signature = signatur e;
this.timestamp = timeStamp;
}
publ i c Transaction(Wallet fromWall et , b

Wor kTransactionPayl oad

t hr ows
.bl ockl d =

—~ ~ ~+ ~ ~
> O S5 IS5 T
nuw u u u u

Stri

Cfor
. to

om

payl oad, String blockld,

SignatureException {

bl ockl d;

fromWall et. getPublicKey().getEn
oAddr es s ;

t

. payl oa
me st

Dt

ng

ST

d =
amp

t hi

signing.updat e(

t his.

signature

payl oad;

= DateTimeUtil .toString(Loca
s.toString();

sr.getBytes());

signing.sign();



publ i c Bool ean i sVerified(Signature S
Il nval i dKeyException, SignatureException,

NoSuchAl gorithmException, I nval i dKeySpectE

Publ i cKey publicKey = KeyUtils.createPublic

signing.initVerify(publicKey);
signing.update(this.toString().getBytes());
return signing.verify(this.signature);

}

@Override

public boolean equal s(Object o) {
if (this == 0) return true,;
if (! (o instanceof Transaction)) return fal
Transaction that = (Transaction) o;

return Arrays.equals(getSignature(),
that.getSignature());

@Override
public int hashCode() {
return Arrays.hashCode(getSignature());

@Override
public String toString() {

return "Transaction{" +
"from=" + Base64.getEncoder().encodeTo
', to=" + Base64.getEncoder().encodeTo
', payload=" + payload +
', timeStamp= " + timestamp +
I}l
}
}
. 3 stsHWal dE@hkz cl ass
package ua. khpi.blockchain. model
i mport | ombok. Getter;

i mport | ombok. Val ue;



i mport java.security. KeyPair;

i mport java.security.KeyPairGenerator;

i mport java.security. NoSuchAlgorithmExcepti on,;
i mport java.security.PrivateKey,;

i mport java.security. PublicKey;

@Getter

@Val ue

public class Wallet {

KeyPair keyPair;

public Wallet() throws NoSuchAl gorithmExcepti
this(2048, KeyPair Generator.getlnstance("DS

public Wallet(lnteger KkeySize, KeyPairGenerat «
keyPairGen.initialize(keySize);
this.keyPair = keyPairGen.generateKeyPair/ ()

public Wallet(PublicKey publicKey, PrivateKey
this. keyPair = new KeyPair(publicKey, priva

PublicKey get PublicKey () {
return keyPair.getPublic();

PrivateKey getPrivateKey () {
return keyPair.getPrivate();

}

}

. 4 stsHBI|Codetkiizth ai nPer si stencel mpl . cl a
package ua. khpi.blockchain. persistence;
i mport wua.khpi.blockchain. model . Bl ock;
i mpowmwta. khpi . bl ockchain. persistence. api.Blockchai
i mport wua.khpi.blockchain.persistence. model . Bl oc
i mport wua.khpi.blockchain.util.DateTi meUti |l ;

i mport java.sqgql.Connection;



i mport java.sqgql.PreparedStatement ;
i mport java.sql.ResultSet;
i mport java.sql. Statement ;
i mport java.sql.Timestamp;
i mport java.time.Local DateTi me;
i mport java.util.ArraylList,;
i mport java.util.Base64,;
i mport java.util.List;
public class BlockchainPersistencel mpl i mpl ement
private final Connection connecti on;
public BlockchainPersistencel mpl (Connection c¢
this.connection = connection;
initTabl e() ;
}
private void initTable() {
try {
try (Statement sttamement on. createStat emeil

String createPersonTabl eSQL = "CREATE
bl ockchain ("
"id VARCHAR(255) PRI MARY KEY, "
"previous_hash VARCHAR(2000), "
"current _hash VARCHAR(2000),"
"created_on TI MESTAMP, "
created_by VARCHAR(2000), "
mining_points | NT,"
"luck NUMERI C"

")t

n

n

+ + + 4+ + + + 4+

statement. execute(createPersonTabl eSQL

} catch (Exception e) {
throw new Internal Error(e.getMessage(), E€

@Override
public List<Block> findAI Il Bl ocks() {
String selectSQL = "SELECT * FROM bl ockchai



try (Statement statement = connection.creat
ResultSet resultSet = statement.executeQ

return processQueryResultSet(resultSet);
} catcExc(eption e) {

throw new Internal Error("Failed to fetch
}
}
private List<Block> processQueryResultSet (Res!I
List<Block> blocks = new ArraylList<>();
try |
Base64. Decoder decoder = Baseb64. get Decode
while (resultSet.next ()) {
bytel] previousHash
decoder.decode(resultSet.getString("previous_has
bytel] current Hash
decoder.decode(resultSet.getString("current _ hash
Ti mest amp createdOnTi mest amp
resultSet.getTimestamp("created_on") ;
bytel] createdBy
decoder.decode(resultSet.getString("created_by")
int miningPoints = resultSet.getlnt("m
double luck = resultSet.getDouble("luc
String id = resultSet.getString("id");

Bl ock bl ock
i d,
previousHash,
current Has h,

DateTimeUtil .toString(createdOnTi:
createdBy,
mini ngPoints,

new Bl ock(

| uck
)
bl ocks. add(bl ock) ;
}
} catch (Exception e) {
throw new Internal Error (e);

return bl ocks;



}

@Override

public void saveBlock(Bl ockRequest bl ockReque:
System. out.println("SAVI NG TO BLOCKCHAI |

bl ockRequest.getl d());

String i nsertSQL = "I NSERT | NTO bl ockcheée
current hash, created_on, created_by," +
"mining_points, luck, id) VALUES (?, ?,

try (PreparedStat ement preparedSt a
connection. prepareStatement (insertSQL)) {
Base64. Encoder encoder = Baseb64. get Encode

String prevHashString =
String(encoder.encode(bl ockRequest.getPrevHash()
String currHashString =
String(encoder.encode(bl ockRequest.get CurrHash()
Ti mest amp ti mest amp
Ti mestamp.valueOf (Local DateTime. parse(blockReque
DateTimeUtil . DATE_TI ME_FORMATTER) ) ;
String createdByString =
String(encoder.encode(blockRequest.getMinedBy())
I nteger miningPoints = blockRequest.get Mi
Doubl e [l uck bl ockRequest.getLuck();

reparedStat
reparedStat
reparedStat
reparedStat
reparedStat
reparedStat
reparedStat

me
me
me
me
me
me
me

et String(1, prevHashSt
et String(2, currHashSt
et Ti mestamp(3, timeste
et String(4, createdBy ¢
etlnt (5, miningPoints)
et Doubl e( 6, l uck) ;

et String(7, blockReque

T ©T T T T T ©
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nu u nun n n nu on

preparedStatement . executeUpdate();
} catch (Exception e) {
throw new Il ]l egal StateException(e.get Mes s

@Override
public void deleteAll Bl ocks () {
try (Statement statement = connection.creat
System.out.println("TRUNCATI NG BLOCKCHAI I



statement .
} catch
t hrow

new

executeUpdate(" TRUNCATE TABLE
(Exception e) {
I'l'l egal St ateException(e.get Mes s

k

. 5 stHTrCadmGfalxz t i onPer si stencel mpl ol
package ua. khpi.blockchain.persistence;
i mport com.google.gson. Gson;
i mport wua.khpi.blockchain. model . Transacti on;
i mport wua.khpi.blockchain. model . WorkTransactionP
i mport wua.khpi.blockchain.persistence. api.Transa
i mport wua.khpi.blockchain.persistence. model . Tr an
i mport wua. khpi.blockchain.util DateTi meUt il ;
i mport java.sqgql.Connection;
i mport java.sql PreparedStatement ;
i mport java.sql.ResultSet;
i mport java.sql.Statement ;
i mport java.sql.Timestamp,;
i mport java.time.Local DateTi me;
i mport java.util.ArraylList;
i mport java.util.Base64;
i mport java.util.List;
public class TransactionPersistencel mpl i mpl emen
{
private final Connection connection;
private final Gson gson;

publ i c
this.
this.

connecti on

gson

= gson;

initTabl e() ;

private

try |
try

voi d

connecti

initTable() {

(Statement

statement

connect.i

on.

c

TransactionPersistencel mpl (Connection
on;

r

(

€



String createPersonTabl eSQL = "CREATE
transaction ("
"id VARCHAR(255) PRI MARY KEY, "
"™ frbob'm VARCHAR(2000) , "
'"twv VARCHAR(2000), "
"payl oad VARCHAR(2000),"
"block_id VARCHAR(255),"
"created_on TI MESTAMP, "
"signature VARCHAR(2000)"

")t

+ + + 4+ + + + +

statement. execute(createPersonTabl eSQL

}
} catch (Exception e) {
throw new Internal Error(e.getMessage(), E€
}
}
@Override
public waive( TransactionRequest transactionReq
System.out.println("SAVI NG TO TRANSACTI C

transactionRequest.getld());

String insertSQL = "I NSERT I\NTObMr\angacti o
bl ock _i d, payload, signature, created_on, id) "
"VALUES (?,7?2,7?2,?2,7?2,7?2,?2)";

try (PreparedStat ement preparedSt a
connection. prepareStatement (insertSQL)) {
Baseb64. Encoder encoder = Baseb64. get Encode

preparedStatement.setString(1,
encoder.encodeToString(transactionRequest.getFro
preparedStatement.setString(2,
encoder.encodeToString(transactionRequest.getTo(
preparedStatement.setString(3,
transactionRequest.getBlockld());
preparedStatement. setString(4,
gson.toJson(transactionRequest.getPayload()));
preparedStatement. setString(5,
encoder.encodeToString(transacti onRequest.getSig
preparedStatement . setTimestamp(6,
Ti mestamp. valueOf (Local DateTi me. parse(transactio
DateTimeUtil.DATE_TI ME_FORMATTER)) ) ;



cy

preparedStatement.setString(7, transactic

preparedStatement. executeUpdate(),;
} catch (Exception e) {

throw new Il ]l egal StateException(e.get Mes s
}
}
@Override
public Transaction findTransactionByBl ockl d( St
String selectSQL = "SELECT * FROM transact.
try (PreparedStat ement preparedSt a

connection. prepareStatement (selectSQL)) {
preparedStatement.setString(1, blockld);

ResultSet resultSet = preparedStatement . €

List<Transaction> transactions
processQueryResultSet(resultsSet);

return transactions. i sEmpty()
? nul |l
transactions. get (0);
} catch (Exception e) {

throw new Il ]l egal StateException(e.get Mes s
}
}
private List<Transaction> processQueryResultsS
{
List<Transaction> transactions = new Arrayl
try |
Baseb64. Decoder decoder = Baseb64. get Decode
while (resultSet.next()) {
String fromEncoded = resultSet.get Stri
String toEncoded = resultSet.getString
String blockld = resultSet.getString("
String stringPayload = resultSet.get St
String signatureEncoded
resultSet.getString("signature");
Ti mest amp ti mestamp

resultSet.getTimestamp("created_on");



c o

String id = resultSet.getString("id");

Wor kTransactionPayl oad payl oad
gson. fromdJdson(str iWogHKkalylamasd,cti onPayl oad. cl ass) ;

Transaction transacti on =
Transaction(decoder . decode(fromEncoded), dec
payl oad,

bl ockl d, decoder.decode(signa
DateTimeUtil.toString(timestamp), id);
transactions. add(transaction);
}
} catch (Exception e) {
throw new Internal Error (e);
}

return transactions;

@Override
public void deleteAll Transactions() {
System.out.println("TRUNCATI NG TRANSACTI ON

try (Statement statement = connection.creat

statement . executeUpdate(" TRUNCATE TABLE t
} catch (Exception e) {

throw new |l ]l egal StateException(e.get Mess
}
}
@Override
public List<Transaction> findAIlIl T Transactions/(]
String selectSQL = "SELECT * FROM transact:.
try (PreparedStat ement preparedSt a

connection. prepareStatement (selectSQL) ) {
ResultSet resultSet = preparedStatement . €
return processQueryResultSet(resultSet),;

} catch (Exception e) {
throw new Il ]l egal StateException(e.get Mes s



}
¢. 6 stsHWallde@mMiPer si stencel mpl . cl ass
package ua. khpi.blockchain.persistence;
i mport wua.khpi.blockchain. model . Wall et
i mport wua.khpi.blockchain.persistence. api . Wallet
i mport wua.khpi.blockchain. persistence. model . Wal |
i mport wua.khpi.blockchain.util.KeyUtils;
i mport java.security. KeyPair;
i mport java.security.PrivateKey;
i mport java.security. PublicKey;
i mport java.sqgl.Connection;
i mport java.sqgql.PreparedStatement;
i mport java.sql.ResultSet;
i mporfjtava. sql . Statement ;
i mport java.util.ArraylList,;
i mport java.util .List,;
public class WalletPersistencel mpl i mpl ement s Wa
private final Connection connecti on;
public WalletPersistencel mpl (Connection conne
this.connection = connection;
initTabl e() ;
}
private void initTable() {
try {
try (Statement statement = connection. cr e
String createPersonTabl eSQL = " CREATE
wall et ("
+ "private_ _key VARCHAR(2000) UNI Ql
+ "public_key VARCHAR(2000) UNI QU
+ "PRI MARY KEY(private_key, publ i
+ ")y
statement. execute(createPersonTabl eSQL
}
List<Wallet> allWallets = findAIl Il Wall et s(

if (all Wallets.isEmpty()) {



KeyPair keyPair = KeyUtils.generateKey

Wall et Request wall &aRkeguBesfuest. buil de
publicKey(keyPair.getPublic())
privateKey(keyPair.getPrivate())
buil d();

saveWallet(walletRequest);

} catch (Exception e) {
throw new Internal Error(e.getMessage(), E€

@Override
public List<Wallet> findAIl Wallets() {

String selectSQL = "SELECT * FROM wall et";
try (Statement statement = connection.creat
ResultSet resultSet = statement.executeQ

return processQueryResultSet(resultSet);
} catch (Exception e) {

throw new Internal Error("Failed to fetch
}
}
private List<Wallet> processQueryResultSet(Re:
List<Wallet> wallets = new ArraylList<>();
try |
while (resultSet.next()) {
String serializedPrivateKey
resultSet.getString("private_key");
String serializedPublicKey

resul tSet.getString("public_key");

PrivateKey privateKey
KeyUtils.deserializePrivate(serializedPrivateKey
Publ i cKey publ i cKey
KeyUtils.deserializePublic(serializedPublicKey);

Wall et wallet = new Wallet(publicKey,

wall ets.add(wallet);



}
} catch (Exception e) {
throw new Internal Error (e);
}
return wallets;
}
@Override
public void saveWallet(WalletRequest wall et Re:«
String insertsSQL = "I NSERT I NTO wallet (pul

VALUES (?,?)",;

try (PreparedStat ement preparedSt a
connection.prepareStatement (insertSQL)) {
String serializedPublicKey
KeyUtils.serialize(walletRequest.getPublicKey())
String serializedPrivateKey
KeyUtils.serialize(walletRequest.getPrivateKey()
preparedStatement.setString(1l, serializec
preparedStatement.setString(2, serializec

preparedStatement. executeUpdate();
} catch (Exception e) {

throw new Il ]l egal StateException(e.get Mes s
}

}
}

. 7 stSHC MMk Per si st encel mpl . cl ass
package wua. khpi.blockchain.persistence;
i mport com.datastax.oss.driver.api.core. Cql Sessi
i mport com.datastax.oss.driver.api.core.cql.Boun
i mport com.datastax.oss.driver.api.core.cql.Prep
i mport com.datastax.oss.driver.api.core.cql . Resu
i mport com.datastax.oss.driver.api.core.cql . Row,;
i mport com.datastax.oss.driver.api.core.cql . Simp
i mport wua.khpi.blockchain. model . Wor k;
i mport wua.khpi.blockchain. model . WorkType,;
i mpowmta. khpi .blockchain. persistence. api . Wor kPer si



.bl ockchain. persistence. model . Wor k

.time. Local Dat e;

e
e

vate PreparedStatement
e PreparedStatement

| . ArraylList;
| . Baseb4;
| . List;

| Wor kPersistence implements Wor kP
Cgl Session ¢ Session;

ndWor kSt atement ;
aveWor kSt atement ;

gl

PreparedStatement findWork~ContentStat «
fi
S

c Cqgl WorkPersistence(Cqgl Session cql Sessi «

cqgl Session = c¢cql Sessi on;

i mport ua. khpi
i mport java
i mport java.ut.i
i mport java.ut.i
i mport java.ut.i
public class Cq
privat final
privat
pri
privat
publ i
this.
initTabl e() ;
}

t

t

private

try |

bytes _

t

S

void
this.cql
£
£
£
+
+
+
+
+
this.

) )

this.
his.cqgl Sessi on.

Z e

) )

this.
his.cql Session.

initTabl e() {

Session.execute("CREATE TABLE |IF
id TEXT PRI MARY KEY, "

title TEXT,"

wor k_type TEXT,"

creator TEXT, "

creation_date DATE, "

bytes size BI GI NT, "

work _content TEXT"

) ")

findWorkContentStatement
his.cql Session.

prepare(SimpleStatement. newlnst a

"SELECT work_content FROM wor k WHERE

findWor kSt at ement

prepare(SimpleStatement. newlnst a

"SELECT i d, titl e, wor k _type, creato
FROM wor k WHERE id=?"

saveWor kSt atement

prepare(SimpleStatement. newlnst a



"I NSERT I NTO wor k (title, creator,
work_content, id, work_type) " +

bytes _size,
"VALUES (?,?,?2,7?2,7?2,7?2,?)"

) )

} catch (Exception e) {
throw new Internal Error(e.getMessage(), E€

@Override
public byte[] findWorkContent (String workIld) {

try {

BoundStat ement boundStat ement
this.findWorkContentStatement.bind()
.setString("id", workId);

result Row

Row
execute(boundStatement).one();

this.cql Session.

return resultRow == null
? nul |

Baseb64. getDecoder (). decode(resultRow.getString("

} catch (Exception e) {
throw new Il ]l egal StateException(e.get Mess

@Override
public Work findWorkByld(String workld) {

try |
BoundStat ement boundStat ement = this.finc

.setString("id", workIld);

resultSet
execute(boundStatement ) ;

Result Set
this.cql Session.

List<Work> works = processQueryResultSet(
return works.isEmpty()
? null
wor ks. get (0);



} catch (Exception e) {

throw new Il ]l egal StateException(e.get Mes s
}
}
private List<Work> processQueryResultSet(Resul
List<Work> works = new ArraylList<>();
for (Row : resultSet.all ()) |
String id = row.getString("id");
String title = row.getString("title");
String workType = row.getString("work_tyrg
String creator = row.getString("creator")
Local Date creationDate = row.getlLocal Dat €
l ong bytesSize = row.getlLong("bytes_size"
Wor k work = Work.builder ()

id(iod)

title(title)

.creator(creator)
.creationbDate(creationDat e)

.si zelnBytes(bytesSize)
.type(WorkType.parse(workType))
bui d()

wor ks. add(wor k) ;

return wor ks

@Override
public String saveWork(WorkRequest wor kRequesH

try |
Baseb64. Encoder encoder = Baseb64. get Encode
BoundStatement boundStatement = this.save

.setString("title", workRequest.getT
.setString("creator"”

encoder.encodeToString(wor kRequest.getCreator ())
.setlLocal Date("creation_date",

wor k Request.get CreationDate())
.setLong("bytes_size",

wor k Request.get WorkContent ().l ength)



.setString("work_content?",
encoder.encodeToString(wor kRequest.getWorkConten
.setString("id", workRequest.getl d()
.setString("work_type",
wor k Request.get WorkType().getType());

this.cql Session.execute(boundStatement) ;

return wor kRequest.getl d();
} catch (Exception e) {

throw new ||l |l egal StateException(e. get Mes s

}

}
}

¢. 8 s tsHBI|Codetkiizth ai nService. cl ass
package ua.khpi.blockchain.service;
i mport javafx.collections. FXCollections;
i mport javafx.collections. ObservablelList;
i mport | ombok. Getter;
i mport | ombok. RequiredArgsConstructor;
i mpomotr g. apache. commons. |l ang3. StringUtils;
i mport wua.khpi.blockchain. model . Bl ock;
i mport wua.khpi.blockchain. model . T Transacti on;
i mport wua.khpi.blockchain. model . TransactionType;
i mport wua.khpi.blockchain. model . Wall et,;
i mport wua.khpi.blockchain. model . WorkTransactionP
i mport wua. khpi.blockchain.persistence. Model Mappe
i mport wua.khpi.blockchain.persistence. api.Blockc
i mport wua.khpi.blockchain.persistence. api.Transa
i mport wua.khpi.blockchain.persistence. model . Bl oc
i mport wua.khpi.blockchain.persistence. model . Tr an
i mport wua. khpi.blockchain.util.DateTi meUtil ;
i mport wua.khpi.blockchain.util.KeyUtils;
i mport java.security. General SecurityException;
i mport java.security. Signatur e;
i mport java.time.Local DateTi me;
i mport java.time. ZoneOffset,;
i mport java.util.Arrays;
i mport java.util . Comparator,;
i mport java.util.LinkedList,;
i mport java.util.List;



i mport java.util.Optional;

@Requi redArgsConstructor

public class BlockchainService {
public static fTilnEIOUTNntIl NTERVAL = 65;
@Getter
private final LinkedList<Block> blocks = new |
@Getter
private final Observabl eList<BIl ock?> bl oc
FXColl ections. observabl eArraylList{();
private final TransactionPersistence transact.
private final Bl ockchainPersistence blockchai:l
private final Wallet wallet;

public void |l oadBlockChain() {

try {
List<Block> all Bl ocks
bl ockchainPersistence.findAIl |l Bl ocks () ;
for (Block block : allBlocks) {

Transaction transaction
transactionPersistence.findTransactionByBl ockl d(
bl ock. set Transaction(transaction);

bl ocks.clear () ;
bl ocks. addAIl Il (all Bl ocks) ;

bl ockObservablelList.clear () ;
bl ockObservablelList.addAIIl (all Bl ocks) ;

veri fyBlockChain(blocks);
} catch (General SecurityException e) {
throw new Internal Error (e);

private void veri fyBlockChain(LinkedList<BIl o
throws General SecurityException {
Signature signing = Signature.getlnstance("

for (Bl ock block : currentBlockChain) {
if (!'block.isVerified(signing)) {



throw new General SecurityException("
failed");
}
if (!block.getTransaction().isVerified(si
throw new General SecurityExcept.i
validation failed");
}

public void createWorkBlock(String workld) {

createBl ockForTransaction(wallet.getKeyPair().ge
wor kl d, TransactionType. PROPERTY_RI GHTS) ;

}

publ i c void registerTransaction(byte]] rece
TransactionType transactionType) {
i f (blocks.isEmpty()) |

throw new l'1'l egal StateException("You
transaction, there are no work blocks");
}
createBl ockForTransaction(receiver, workl d,

private void createBlockForTransaction(byte]]
TransactionType transactionType) {
Wor kTransactionPayl oad payload = WorkTransa
.workld(wor kl d)
.type(transactionType)
.cost (0)
bui I d() ;

try |
Bl ock newBl ock;

if (blocks.isEmpty()) {

newBl ock = new Bl ock();
} el se {
newBl ock = new Bl ock(blocks.getlLast ())



LY

Signature transactionSignature
KeyUtils.get Signature(wallet.getKeyPair().getPri

Transaction transaction = new Transacti
payl oad, newBlock.getld(), transactionSignatur e)

newBl ock. set MiningPoints(0);

newBl ock. set MinedBy(wallet.getKeyPair().getPubl:i

newBl ock. set Ti mestamp(DateTi meUtil.toString(Loca
newBl ock.setLuck(O0. 0);
newBl ock. set Transaction(transaction);

Signature bl ockSignature
KeyUtils.get Signature(wallet.getKeyPair().getPri
newBl ock. sign(blockSignature);

bl ockchainPersistence. saveBlock(Model Mapper.toBI

transactionPersistence. save(Model Mapper.toTransa

) )

bl ocks. add(newBl ock) ;
bl ockObservabl elList.add(newBl ock) ;
} catch (Exception e) {

throw new |1l 1l egal StateException(e);
}
}
publ i c synchroni zed Li s
veri fyAndReachConsensus(LinkedList<Block> input B
try |

/'l Verify the validity of the received bl c
System. out.println("RECEI VED BLOCKCHAI N! "
veri fyBlockChain(inputBc);

i f ('inputBc.i sEmpty()
l'hasRight sForWork(inputBc.getLast ())) {
return bl ocks;

if (inputBc.isEmpty() && !blocks.isEmpty(
System.out.println("RECEI VED BLOCKCHAI
return bl ocks;



} else i f (V'inputBc.isEmpty() && bl ocks.i
repl aceBl ockchainlnbDatabase(inputBc) ;
| oadBl ockChain();
System. out.println("received blockcha

EMPTY") ;
return inputBc;

} else i f (inputBc.isEmpty() && bl ocks. i s
System.out.println("BOTH BLOCKCHAI NS A
return bl ocks;

}

/1 Check i f we have received an identical

i f (' Arrays.equals(inputBc.getlLast(

bl ocks.getlLast().getCurrHash())) {
bool ean inputBcOutdated = isOQOutdated (i
bool ean currentBcOutdated = isOutdated

i f (inputBcOutdated && !'!currentBcOutda
System.out.println("RECEI VED BL O
OUTDATED! ") ;
return bl ocks;
} else if (!'inputBcOutdated && current
System. out.println("RECEI VED bl ockcl
BC was OUTDATED") ;
replaceBlockchainlnDatabase(inputBc)
l oadBl ockChain();

return inputBc;
} el se {

l ong i nit RcvBl ockTi me
Local DateTime. parse(inputBc.getFirst().getTi mest
DateTi meUtil . DATE_TI ME_FORMATTER)

.toEpochSecond(ZoneOffset. UTC) ;

l ong initLocal Bl ockTi me
Local DateTime. parse(blocks.getFirst().getTi mest a
DateTimeUtil.DATE_TI ME_FORMATTER)

.toEpochSecond(ZoneOf fset. UTC) ;

if (initRcvBlockTime < initLocal Bl oc

System. out.println("RECEI VED bl o
| oc al BC was OLD") ;

replaceBlockchainlnbDatabase(input |
l oadBl ockChain();
return bl ocks;

} else if (initRcvBlockTime > initlLo
System.out.println("RECEI VED BC i ¢



return bl ocks;
} el se {
if (inputBc.equals(blocks)) {
i f (inputBc.getlLast ().get Minin
bl ocks.getlLast().getMiningPoints{()
||

(inputBc.getlLast().getMiningPoints().equals(bloc
ints())

& & i nputBc.getlLast().getl
bl ocks.getlLast ().getLuck())) {

System.out.println("RECEI VED
WON I N FI NALE! ") ;

repl aceBl ockchainlnDatabase(i
| oadBl ockChain();
} el se {

System.out.println("RECEI VED
LOST I N FI NALE! ") ;

return bl ocks;

}
}
}
}
} el se {
System. out.println("blockchains are id
}
} catch (General SecurityException e) {
thromew I nternal Error (e);
}
return inputBc;

private boolean hasRightsFor Work(Block bl ock)
if (block == null) {
return true;

i f (! Arrays.equal s(block.getTransac
bl ock. get MinedBy ())) {

System. out.println("RIGHTS ERROR! Sender
wor k from another wuser");

return false;



bytel] wor kOwner
get Wor kOwner (bl ock. get Transaction().getPayl oad()

i f (wor kOwner I = nul | & & ' Arrays. equal s
wor kOwner ) ) {
String wor kil d
bl ock. get Transaction().getPayload().getWorkl d();
System.out.println("RIGHTS ERROR! Sender
to mani pul ate rights for work: " + workld);
return fal sse;

return true,;

private byte[] getWorkOwner (String workIld) {
return blocks.stream()
. map(Block::getTransaction)
.filter(transaction ->

TransactionType. PROPERTY_RIGHTS. equal s(transact.
) ))

.filter(transacti on ->
StringUtils.equals(transaction.getPayload().getV
. max( Comparator.comparing(Transacti on:
. map(Transaction: :getTo)
.orEl se(null);
}
private boolean isOutdated(LinkedList<BIlock> |
| ong |l ast MinedBl ockTi me
Local DateTime. parse(bc.getlLast().getTi mestamp(),
DateTimeUtil . DATE_TI ME_FORMATTER)

.toEpochSecond(ZoneOffset. UTC) ;

return (lastMinedBl ockTi me + TI MEOU’

Local DateTime.now().toEpochSecond(ZoneOffset. UTC
}

private void replaceBl ockchainlnDatabas
receivedBC) {
bl ockchainPersistence. del eteAll Bl ocks () ;
transactionPersistence. del eteAll Transacti on

for (Block block : receivedBC) {



System.out.println("NEW BLOCKS | DS
receivedBC. stream(). map(Block::getld).toList()):;

Bl ockRequest bl ockRequest
Model Mapper.toBl ockRequest (bl ock);
bl ockchainPersistence. saveBlock(blockReqgl

Transaction transaction = block.getTransse

Transacti onRequest transactionRequ
Model Mapper.toTransactionRequest(transaction);

transactionPersistence. save(transacti onREe
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IHpopMaL,is NPO AOCAIAKEHHA

O6'ekTOM AOCNIAKEHHA € NPOLLEC YNPaBAiHHA
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