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ABSTRACT

Report on the DT: 66 p., 28 fig., 9 tabl., 41 references.

Keywords: WebRTC, TELEMEDICINE, PATIENT MANAGEMENT,
HOSPITAL DIGITALIZATION, DJANGO, VUE.JS.

The purpose of the thesis is the development of a web platform tailored for
medical institutions, focusing on enhancing doctor-patient interactions and
optimizing hospital management processes. The application integrates features like
patient record management, medication prescription, appointment scheduling, and
statistical reporting. A significant innovation in the platform is the use of WebRTC
technology, which enables real-time video consultations, allowing doctors to
conduct remote diagnoses and monitoring.

The project utilizes Python, Django, and the Django Rest Framework for
backend development, paired with VVue.js for an interactive and responsive frontend.
The system’s design provides an intuitive interface and efficient navigation for
users, while also improving patient management workflows within healthcare
settings. This platform streamlines hospital operations, offers administrators a robust
tool for data analysis and tracking, and enhances the quality of patient care. By
digitizing essential hospital functions, this web application represents a forward-

thinking solution to meet the evolving needs of healthcare in the digital era.
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[TosicatoBanpHa 3ammcka a0 JIP: 66 crop., 28 puc., 9 Tabn., 41 mxepeno
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Knwouosi  cnosa:  WEBRTC, TEJIEME/WLWHA, VYIIPABJIIHHA
[MTAIICHTAMU, HUPPOBI3ALIA JIIKAPEHD, DJANGO, VUE.JS.

Mera aumioMHOT pobOTH — po3poOka BeO-TIaThopMu, aganTOBAHOI IS
MEIUYHUX 3aKJIajiB, 3 aKIEHTOM Ha TMOKpAIEHHA B3a€EMOAIT MDK JIKapeMm 1
MaIi€HTOM, a TAKOXK ONTUMI3AIIII0 MPOIECIB YIPABIIHHS JIKAPHEIO.

Honartox BkiIo4ae Taki (yHKII, SK YIOpaBIiHHSA 3alliCaMH TAlll€HTIB,
BUIHMCKA METMKAMEHTIB, IJIaHYBaHHS MPUHOMIB Ta CTBOPEHHS CTATUCTUYHUX 3BITIB.
BaxnuBuM HOBOBBEJEHHSIM I1aTGopMu € BUKopuctanusa TexHoiorii WebRTC, saxa
3a0e3Mneuye MOXKJIMBICTh MPOBEICHHS BIJICOKOHCYJbTAIIA Y peallbHOMY Yaci, 110
JTO3BOJISIE JIIKAPSIM 31MCHIOBATH IUCTAHLIMHY A1arHOCTUKY T4 MOHITOPHUHT.

B po6oTti BukopuctoBytoThcsi Python, Django 1 Django Rest Framework mis
PO3pOOKH CEpPBEPHOI YACTUHU, a TaKOXK VUe.]s JJisl CTBOPEHHS IHTEPAaKTUBHOIO Ta
aganTUBHOTO 1HTEpdeicy kopuctyBayda. Ju3aiin cucremu 3a0e3neuye iHTYITUBHUM
iHTepdeiic Ta epeKTUBHY HaBIramir0 i  KOPUCTYBadiB, OJIHOYACHO
BJIOCKOHAJTIOIOUM TIPOIIECH YIIPABJIIHHSA TAIlIEHTAMA y MEAUYHHX 3aKjaaax.
[TnaTdopma onTumizye oreparliiiHi TpolecHu JiKapeHb, Ha/lae aJMiHICTpaTopam
MOTYXXKHUW THCTPYMEHT JUIsl aHai3y JaHUX Ta MOHITOPUHTY, a TaKOX ITiJIBUIIYE
AKICTh MEIMYHOTO OOCIYroBYBaHHS. 3aBISKU LHU(PPOBi3alli OCHOBHHX (YHKIIIN
JKapeHsb 11 BeO-11aTdhopMa € IHHOBAIIMHUM PIIIICHHSM, III0 BiJIMOBIIa€ Cy4YaCHUM

noTpedaM 0XOPOHU 3/10pPOB’S B €MOXY HU(PPOBUX TEXHOJIOTIH.
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LIST OF SYMBOLS AND ABBREVIATIONS

APl — Application Programming Interface — a set of protocols and tools for
building software and applications, allowing communication between different software
systems;

CSRF — Cross-Site Request Forgery — a security vulnerability that tricks a user
into performing unwanted actions in an authenticated session on a website;

CSS — Cascading Style Sheets — a language used to define the visual presentation
of web pages, including layout, colors, and fonts, for documents written in HTML or
XML;

DRF — Django Rest Framework — a powerful toolkit for building Web APIs in the
Django web framework, providing flexibility and modularity for creating RESTful
APIs;

HTML — HyperText Markup Language — the standard markup language used for
creating web pages and structuring web content;

HTTP — HyperText Transfer Protocol — the protocol used for transmitting
hypermedia documents, forming the foundation of data communication on the World
Wide Web;

JWT — JSON Web Token — a compact, URL-safe token format used to securely
transmit information between parties, commonly used in web authentication;

MVC — Model-View-Controller — a software architectural pattern that separates
the application into three components: the model (data), the view (UI), and the controller
(logic), promoting modularity and reusability;

ORM - Object-Relational Mapping — a programming technique for converting
data between incompatible systems, typically used to map objects in code to database
tables;

REST — Representational State Transfer — an architectural style that defines a set
of constraints and properties for web services, primarily leveraging standard HTTP

methods;
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SPA — Single-Page Application — a web application that loads a single HTML
page and updates the content dynamically, providing a smoother user experience without
page reloads;

STUN — Simple Traversal of UDP through NAT — a protocol that allows devices
behind a NAT firewall to discover their public IP address, essential for peer-to-peer
networking;

TCP — Transmission Control Protocol — a core protocol of the Internet Protocol
(IP) suite that ensures reliable, ordered, and error-checked data delivery between
applications over a network;

Ul — User Interface — the point of interaction between a user and a software
application, designed for usability and user experience;

URL — Uniform Resource Locator — the web address used to access resources on
the Internet, specifying the protocol, host, and location of the resource;

WebRTC — Web Real-Time Communication — an open-source technology
enabling real-time audio, video, and data sharing in web browsers without the need for

plugins.



INTRODUCTION

The healthcare industry is undergoing significant transformation, driven by
advancements in technology that seek to improve accessibility, efficiency, and the
overall quality of patient care. This thesis focuses on the development of a
comprehensive web platform tailored for medical institutions, addressing critical needs
such as patient record management, appointment scheduling, and remote consultations.
The platform leverages modern technologies, including WebRTC for real-time video
interactions, and integrates robust backend and frontend frameworks like Django and
Vue.js, ensuring both functionality and user-friendliness.

The object of research in this study is the process of digital transformation within
healthcare institutions, specifically through the implementation of web-based platforms.

The subject of research is the design, development, and optimization of a web
platform for healthcare management, focusing on technological, operational, and user-
experience aspects.

The primary goal of this work is to optimize doctor-patient interaction through
digital solutions that streamline hospital workflows, enhance communication, and
reduce administrative burdens. This system not only facilitates seamless remote
consultations but also provides advanced tools for hospital administrators to manage
data and perform analytics. By incorporating innovative technologies such as WebRTC,
the platform supports real-time video conferencing, enabling healthcare providers to
deliver diagnoses and consultations remotely, particularly useful in scenarios such as
pandemics or for patients in remote areas.

The diploma work also examines the technical underpinnings of the project,
including traffic modeling, security measures, and economic feasibility, providing a
detailed analysis of how these aspects contribute to the practical implementation of the
platform. Testing protocols and user feedback further ensure that the application meets
the highest standards of functionality and usability.

This work represents a forward-thinking approach to healthcare digitalization,

aiming to create an adaptable and scalable solution for modern medical institutions. By
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addressing key challenges in healthcare management and communication, this platform
positions itself as a vital tool in the evolving landscape of telemedicine and digital
healthcare systems.

The results were presented at the international conference “MicroCAD-2024" [1].



1 LITERATURE REVIEW

1.1 Survey of existing systems

The healthcare sector is undergoing a technological revolution, and innovation in
information systems provides a solid foundation for improving service efficiency,
enhancing patient experience, and driving medical innovations. Various studies have
revealed the transformation of healthcare appointment systems, the expansion of
electronic health records, the development of telemedicine, and the application of
medical big data, all of which indicate the future trends of healthcare services.

In terms of improving appointment efficiency, technology intervention has been
particularly significant. Traditional on-site queuing and phone appointments have
gradually been replaced by intelligent online appointment systems. Although online
systems reduce patient waiting time, there are still issues to be addressed, such as
prioritizing appointment processes and the lack of reminder functions. Recent research
has proposed solutions using NFC technology and Android applications, allowing
patients to manage their medical appointments more intuitively and flexibly. This
system also has the potential to improve other medical processes, such as medication
distribution [2].

The adoption of Electronic Health Records (EHR) systems is another notable
change. EHR systems make accessing and managing medical information more efficient,
improving the quality of patient care. However, the full implementation of these systems
varies among different hospitals due to factors such as cost, privacy protection, and user
acceptance. Some studies have also proposed strategies to effectively support EHR
systems, including communication and education between patients and healthcare
providers, as well as institutional incentive mechanisms [3-4].

The application of telemedicine technology is one of the most prominent trends
in recent years. By utilizing modern communication technologies such as Wi-Fi,
Bluetooth, and GSM, medical sensors can be effectively connected to servers for real-
time monitoring of patient data. Especially during the COVID-19 pandemic,

telemedicine has demonstrated its enormous potential in handling public health
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emergencies. However, there is still insufficient evidence regarding the impact of
telemedicine on improving health outcomes, highlighting the need for further research
and practice improvements [5-7].

Medical big data analytics represents another frontier in this field. By analyzing
large-scale medical datasets, big data analytics can support decision-making and
improve the quality and efficiency of medical services. However, the challenges in this
field should not be overlooked, including data privacy protection, result interpretation,
and how to translate data insights into concrete actions, all of which require careful
attention [8].

High-quality patient care relies on effective communication. Research has shown
that healthcare service providers can apply specific communication strategies, such as
summaries and annotations, during simulated doctor-patient interactions to improve the
quality of interaction in patient care. Additionally, doctors can significantly enhance
efficiency by using digital assistants to record patient information, compared to
traditional typing and dictation methods. This provides a powerful tool for improving
medical documentation systems and demonstrates the potential of medical information
systems in improving communication efficiency [9].

Electronic Health Record systems require data exchange between different
healthcare service providers, which presents a major challenge. Research has explored
the feasibility of representing content models in regional EHR systems as openEHR
architectures and reverse-transforming these architectures into proprietary formats. The
results show that automated bidirectional transformation is feasible, and the openEHR
architecture is sufficient for expressing existing clinical content models and enabling
knowledge sharing. This indicates that gradually adding architecture support to existing
systems provides a migration path for standards-based interoperability [10].

Health management platforms are becoming increasingly popular, but there is still
limited understanding of their definition and functional status. Research indicates that
most hospitals adopting personal health record systems support two major platforms,
Android and iOS, which increase functionality such as viewing prescriptions, clinical

diagnostic test results, and upcoming appointment statuses. The type of platform, choice
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of operating system, and functionality are crucial for user experience, indicating that
future health management platforms will continue to evolve towards multi-functionality
and cross-platform development [11].

The COVID-19 pandemic has accelerated the shift from face-to-face to mostly
virtual or remote care, in order to allocate resources appropriately and limit the spread
of the virus. A systematic review was conducted on the remote medical applications
used during the COVID-19 period, including interaction modes, transmission methods,
and disease classification. This not only provides important information for responding
to the current crisis but also provides guidance for the construction of a more robust
healthcare system in the future [12].

Although remote healthcare services have the potential to improve the quality and
accessibility of medical services, their success rate has historically been unsatisfactory.
To address this issue, researchers have conducted a comprehensive comparative analysis
of existing remote healthcare implementation frameworks. The study emphasizes the
holistic factors to consider in remote healthcare implementation, including technology,
organizational structure, change management, economic feasibility, social impact, user
perception, user-friendliness, evaluation and evidence, legislation, policies, and
governance. These findings remind us that successful remote healthcare services require
not only technological advancements but also comprehensive strategic planning and
implementation [13].

Taking China as an example, the construction and service provision of remote
healthcare platforms have become important references for medical research and
development. A study analyzed a regional remote healthcare platform established in
2014 and depicted the changes in service volume, geographic and population
distribution, consultation waiting time, and duration from 2015 to 2020 by collecting
and analyzing data on remote consultation services. The results showed that remote
healthcare is beneficial, especially for less-developed areas and the elderly, but further
improvement in the efficiency of remote healthcare services is needed [14].

During the COVID-19 pandemic, pharmaceutical services played a crucial role in

public health by preventing and controlling the outbreak. Chinese pharmacists quickly
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participated in public health responses, including drafting professional service
guidelines for pharmacists and pharmacies, establishing emergency drug lists,
monitoring and addressing drug shortages, providing remote pharmacy services to avoid
interpersonal infections, offering event-specific medication care, educating the public
on infection prevention and disease management, and participating in clinical trials and
drug evaluation. This review highlights the unique demands of pharmaceutical services
during the COVID-19 pandemic and shares experiences with the international pharmacy
community in addressing these demands [15].

In conclusion, the development of healthcare information technology is creating
a more efficient and interconnected healthcare service ecosystem. However, with
technological advancements come new challenges, such as data security, privacy
protection, and integration with existing medical practices. Addressing these issues will
pave the way for the future development of healthcare information technology and

ultimately provide better health and well-being for patients worldwide.

1.2 WebRTC

In an era where real-time communication and accessibility are crucial, WebRTC
(Web Real-Time Communication) technology has become an important innovation,
reshaping the landscape of real-time communication through its browser-based
capabilities. By implementing seamless audio and video interactions directly in web
browsers without the need for plugins, WebRTC effectively eliminates the need for
traditional communication methods that rely on external plugins and proprietary

software (fig. 1.1).
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Figure 1.1 - WebRTC workflow diagram [16]

The birth of WebRTC has undoubtedly brought about a revolution, providing
developers with innovative real-time communication tools that leverage the advanced
features of modern web browsers. By achieving seamless audio and video interactions
without the need for auxiliary plugins or applications, WebRTC democratizes and
simplifies the user experience of communication technology.

In the complexity of identity management in cloud services, the integration
challenges and opportunities of WebRTC in this field are explored. It elucidates the
crucial importance of embedding WebRTC in enterprise-level identity management
frameworks to counter security vulnerabilities and ensure the reliability of cloud
services, reflecting the growing demand for secure real-time communication capabilities
in enterprise and cloud service ecosystems [16].

In the medical field, the deployment of WebRTC marks a significant leap,

enabling interactions between doctors and patients at a level previously unattainable.
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Research presented an advanced telemedicine solution driven by WebRTC, which
surpasses traditional communication frameworks by integrating features such as real-
time file sharing and interactive whiteboards [17].

The promise of WebRTC lies in its ability to provide a stable method of real-time
communication that is resilient to network fluctuations, ensuring the stability of the user
experience. Groundbreaking research provides a set of crucial performance metrics
necessary for a rigorous evaluation of WebRTC-enabled applications, while delving into
the field of security, proposing state-of-the-art encryption techniques and key
management protocols to fortify the integrity of WebRTC communication [18-19].
These researches collectively emphasize the ongoing efforts in standardizing and
enhancing the WebRTC protocol, ensuring its robustness and reliability.

Comparison analyses not only highlight the inherent advantages of WebRTC over
traditional protocols such as SIP but also focus on the critical role of codec selection in
determining communication quality. This aspect of WebRTC underscores the need for
continuous technological advancements and optimizations to enhance codec
performance, ensuring that WebRTC remains at the forefront of high-fidelity audio-
video communication [20].

Addressing the critical issue of network congestion, particularly in LTE network
environments, an innovative congestion management approach tailored specifically for
WebRTC's interactive video conferencing capability is proposed. The mechanism and
rate adaptation strategy aim to fine-tune bandwidth usage and minimize packet loss,
which are crucial for maintaining high-standard communication quality on WebRTC
communication platforms [21].

Scalability challenges are significant obstacles for any communication
technology in widespread adoption. A revolutionary framework is introduced that
centralizes and optimizes the allocation of encoding bitrates, greatly enhancing the
system's capability to handle more concurrent communication channels [22].

The potential of bridging cutting-edge web-based communication with traditional

telephony systems is explored. This integration represents an important inclusive effort



14

that enables access to modern real-time communication benefits for those lacking
internet connectivity [23].

The lack of standardized signaling protocols in WebRTC has led to diverse
implementation strategies, as confirmed by the comparative analysis. This research aids
in identifying the most effective signaling techniques, ensuring that the WebRTC
communication stack remains at the forefront of technological progress and provides the
best experience for users [24].

As outlined in, the development direction of WebRTC points to an increasingly
connected and integrated future of digital communication [25]. The commitment of
standardization organizations such as W3C and IETF to the evolution of WebRTC
highlights its growing importance and the widespread expectation for it to continue
playing a core role in shaping the landscape of real-time communication technology.

The progress of WebRTC technology is transformative, effectively eliminating
traditional communication barriers and opening up new prospects in unified
communication domains. This comprehensive review emphasizes the wide-ranging
impact of WebRTC on enhancing security, improving performance, and user-centered
experiences. With the continuous maturation and development of WebRTC, it is
expected to solidify its position in real-time, browser-based communication and set new
standards for connectivity in the digital age.

Web development is an evolving field, constantly evolving with the emergence
of new technologies and frameworks. In this article, we explore the integration of Vue.js
and Django in various scenarios, from protecting smart homes to simplifying logistics

software testing, and driving technological innovations.

1.3 Web frameworks

Web frameworks are software architectures that provide the infrastructure and
tools to simplify and accelerate web application development. They offer developers a
way to organize and structure their code, making it easier to handle common web

development tasks such as routing, database integration, form handling, and security.
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Web frameworks typically include a routing system that associates HT TP requests
with their corresponding handlers (usually a function or method). This allows developers
to define different endpoints (or URLS) in their application and the actions associated
with them.

Template engines allow developers to separate dynamically generated content
from static page templates. By separating code and HTML views, developers can more
easily manage and maintain their user interfaces.

Most web applications require interaction with databases to store and retrieve data.
Web frameworks often provide a database abstraction layer or object-relational mapping
(ORM) system, simplifying interaction with databases.

Handling user-submitted form data is a common task in web applications. Web
frameworks typically provide tools and mechanisms for validating and processing form
data, as well as integrating it with other parts of the application.

Web frameworks often include built-in security features, such as protection
against common web attacks like cross-site scripting (XSS) and cross-site request
forgery (CSRF), as well as user authentication and authorization.

Middleware is a step in the processing of a request before or after it reaches the
application. It provides a mechanism to extend framework functionalities, such as
logging, caching, and authentication.

Many web applications need to track user sessions to maintain user state and
provide personalized experiences. Web frameworks typically provide session
management capabilities, making it easier to store and retrieve data between user
requests.

Addressing scalability challenges is a significant hurdle for any communication
technology in widespread adoption. The introduction of a revolutionary framework that
centralizes and optimizes the allocation of encoding bitrates greatly enhances the

system's capability to handle more concurrent communication channels.
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1.4 Django

Django [26] is an open-source Python web framework [27] maintained by the
Django Software Foundation. It is designed to make web development simple, fast, and
efficient. Django follows the principles of "don't repeat yourself' (DRY) and
"convention over configuration,” helping developers focus on implementing business
logic rather than cumbersome code. Django is a transformative force for web developers,
addressing repetitive challenges in building dynamic websites. It emphasizes its role in
simplifying database management, parsing URLs, and ensuring security. It
acknowledges the inherent complexity of web development and establishes a solid
framework for Django's effectiveness [28].

Django adopts the Model-Template-View (MTV) software design pattern, similar
to the Model-View-Controller (MVC) pattern. This architecture divides the application
into models (handling data and databases), templates (handling user interfaces), and
views (handling business logic).

It provides a powerful object-relational mapping (ORM) system built-in, allowing
developers to manage databases using Python code instead of SQL statements. This
simplifies database operations and improves code readability and maintainability.

Django provides automatically generated admin interfaces for data models in
applications, allowing developers to easily manage and view database records without
writing custom admin interfaces.

It provides robust form handling tools, making it easy for developers to validate
and process user-submitted form data. This includes built-in form classes, form
validation, and error handling.

Django is committed to providing a high level of security. It includes built-in
protections against common web attacks such as cross-site scripting (XSS), cross-site
request forgery (CSRF), and SQL injection.

Django uses middleware to handle requests and responses. Middleware acts as a
plugin mechanism and can be used to perform preprocessing or post-processing steps

such as authentication, caching, and logging.



17

Django uses URL mapping to associate specific URLs with corresponding view
functions or classes. This simplifies the construction of clear and maintainable URL
structures.

Django provides session management capabilities, allowing developers to store
and retrieve data between user requests to maintain user state.

Django's template system allows developers to build dynamic and reusable

HTML templates, making it easier to separate design and logic.

1.5 Django Rest framework

DRF is a popular web framework for building and managing RESTful APIs. It
offers rich functionality, flexible configuration, and documentation support. DRF
provides features such as serialization, validation, permission control, filtering,
pagination, and authentication [29]. Developers can flexibly configure and customize
various aspects of the API, including URL routing, serializers, and views [30], DRF also
provides functionality for automatically generating API documentation [31], facilitating
the writing and maintenance of documentation for developers.

DRF is widely used in web development, particularly in building RESTful APIs.
It offers a fast and efficient development solution, making it easier for developers to
design and implement API interfaces.

ModelViewSet defines the queryset, specifying the data that will be exposed
through the API. serializer_class specifies the serializer used for data serialization, and
permission_classes define who has what operation permissions on the APl. DRF
provides basic permission classes such as IsAuthenticatedOrReadOnly or IsAdminUser.
For more complex permission management, custom permission classes can be created
to allow application-specific logic. For example, in the example provided in the next
section, the CommonReadAdminAndProviderAll class allows admins and providers to
perform all CRUD operations, but only allows regular users to read data [32].

DRF [33] has a promising future. With the widespread adoption of RESTful APIs,

more and more developers choose to use DRF to build high-quality API interfaces. DRF
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continues to evolve, introducing new features and capabilities to meet the changing
needs of web development.

Although DRF has many advantages, there are also some drawbacks. Firstly, for
small projects, using DRF may be overly complex and add development overhead.
Secondly, the learning curve of DRF can be steep, requiring some time for beginners to
become familiar with and master it. Finally, DRF may have some limitations for highly
customized requirements, requiring additional customization and extension by

developers.

1.6 JSON web token (JWT)

JSON Web Token (JWT) [34] is an open standard (RFC 7519) for securely
transmitting information over networks. JWT consists of three parts, separated by
periods (.) - the Header, the Payload, and the Signature.

The JWT header typically consists of two parts (fig. 1.2): the token type ("typ") and the
signing algorithm used ("alg"). It is usually encoded as a JSON object and then Base64-
encoded to form the first part of the JWT.

“alg": "HS256",

thpll : ”.:IIH'IIT”

Figure 1.2 - JWT header diagram

The payload (fig. 1.3) contains information about the user (or other entities) and
metadata. The payload is a set of claims, which are statements about the entity (usually
the user) and additional data. The payload can contain registered claims (predefined

claims) and custom claims.
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“sub™: "1234567890",

“name": "“zhangsan",
“admin":

Figure 1.3 - JWT payload diagram

To sign the header and payload, the encoded header, encoded payload, a secret key,

and the specified signature (fig. 1.4) algorithm are used. The signature is used to verify

that the message has not been tampered with and that the sender has the right to issue

the message. The signature is usually represented as a Base64-encoded string.

HMACSHA256 (
baseb4UrlEncode(header) + "." +
base64UrlEncode(payload),

secret
)

Figure 1.4 - JWT signature diagram

The workflow (fig. 1.5) of JWT is as follows:

the user provides authentication credentials, such as a username and password;
the server signs a JWT using a private key and sends it back to the client;

the client stores the JWT, typically in local storage or memory;

the client attaches the JWT to the request header for each subsequent request;

the server verifies the JWT's signature and checks the claims to ensure the

token is valid. If verification is successful, the server processes the request.



20

JWT is a lightweight authentication protocol, as information is encoded within
the token, eliminating the need for server-side session storage. JWT is based on the
JSON standard, allowing for easy addition of custom claims and information. The server
does not need to store token information locally, making it easier to scale.

However, JWT should be used with caution and ensure secure storage and
transmission to prevent token tampering. Additionally, as JWT is based on symmetric
or asymmetric key signing, the security of the key is of paramount importance. It

emphasizes its importance in modern web development.

Server

1. POST /users/login with username and password

2. Creates a JWT

3. Returns the JWT to the Browser with a secret

4. Sends the JWT on the Authorization Header

5. Check JWT signature.
Get user information
6. Sends response to the client from the JWT

Figure 1.5 - JWT workflow diagram

1.7 Vue.js

Vue.js [35] is a flexible and easy-to-use JavaScript framework for building user
interfaces. Vue.js adopts reactive systems and a component-based development
approach [36]. It tracks and updates data changes efficiently by utilizing a virtual DOM,
enabling pages to respond effectively to user actions. Additionally, Vue.js provides a
powerful set of directives and a component system, making it easy for developers to
build reusable and composable Ul components [37].

Vue.js is widely applied in web development, especially in building single-page

applications (SPA). SPA is a web application that updates parts of the page without
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refreshing the entire page. Vue.js's reactive system and component-based development
make building SPAs easier and more efficient.

Vue.js is known for its lightweight and beginner-friendly nature [38], allowing
newcomers to quickly get started. It also provides routing capabilities, enabling page
switching and navigation through routes. Moreover, Vue.js has an active developer
community, offering abundant resources and support for developers [39].

However, Vue.js has a relatively smaller ecosystem and community compared to
other frameworks [40]. This may make finding related plugins and solutions challenging

in certain specific scenarios.

1.8 Innovative front-end development with Vue.js, Webpack, and
Element-Ul

A generic and scalable front-end framework has been developed using Vue.js,
Webpack, and Element-UI. It provides solutions for framework design, implementation,
and optimization. Vue.js is crucial in developing front-end development tools,
significantly improving front-end development efficiency [41].

The combination of modern front-end and powerful back-end creates a robust
full-stack solution. This combination addresses various challenges in modern web
development and provides a solid framework for developers to create efficient and

scalable web solutions.
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2 PROBLEM STATEMENT

2.1 Research background

Since the outbreak of the novel coronavirus in 2019, a global pandemic has
emerged, highlighting the importance of developing online telemedicine systems. The
COVID-19 pandemic has significantly disrupted traditional healthcare systems, making
it challenging for patients to access timely and safe medical care. In such circumstances,
the development of online telemedicine systems has become a crucial solution to bridge
the gap between healthcare providers and patients.

The significance of developing online telemedicine systems is reflected in several
key aspects. Firstly, it allows remote access to medical services, enabling individuals to
consult healthcare professionals without the need for physical presence. This is
particularly important during periods of social distancing and lockdowns. Patients can
receive medical advice, diagnoses, prescriptions, and even follow-up care through
virtual consultations, ensuring continuous healthcare support while minimizing the risk
of infection transmission.

Secondly, the development of online telemedicine systems improves healthcare
accessibility, especially for individuals residing in remote or underserved areas.
Distance and a lack of healthcare infrastructure can limit access to quality medical
services. However, through online telemedicine platforms, patients can connect with
healthcare providers regardless of their geographical location. This reduces healthcare
disparities and improves healthcare outcomes for marginalized populations.

Additionally, online telemedicine systems contribute to the efficient utilization of
healthcare resources. By providing virtual consultations, healthcare providers can
optimize their schedules, effectively manage patient flow, and allocate resources more
efficiently. This not only improves the overall delivery of healthcare services but also
reduces waiting times for patients, leading to increased patient satisfaction.

Moreover, the development of online telemedicine systems promotes early
detection and prevention of diseases. Through remote monitoring, patients can share

their vital signs, symptoms, and medical history with healthcare providers, enabling
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timely intervention and proactive management of health conditions. This proactive
approach helps identify potential health risks, prevent complications, and increase the
effectiveness of preventive measures.

In conclusion, the global pandemic has emphasized the importance of developing
online telemedicine systems to ensure continuous and accessible healthcare services.
The adoption of these systems not only addresses the challenges posed by the COVID-
19 pandemic but also provides opportunities for long-term transformation in healthcare
delivery. By embracing remote healthcare technologies, we can enhance healthcare
accessibility, optimize resource utilization, and improve health outcomes for individuals
worldwide.

While computers have become integrated into every aspect of our lives and work,
China's software industry has been relatively behind compared to other countries, with
a relatively late start in informatization construction. However, with the continuous
development of China's economy and the improvement of network technology, China's
software industry has been exploring and achieving some results. The software industry
in China has experienced rapid development, with an increasing number of software
systems emerging and gradually changing the way people live and work.

However, in terms of informatization construction, China's hospital management
system development lags behind many developed countries due to the backward level
of informatization and insufficient funds. Therefore, continuous efforts are needed to
explore and strive to develop a practical, informatized hospital management system to
achieve the informatization of hospital management. This project takes a hospital as an

example and aims to develop a practical hospital management system.

2.2 Goal and objectives of the work
The objective of this work is to develop a progressive web application for video
consultations between doctors and patients. This involves the concept of an information
system with elements of databases.
The software can quickly and easily manage databases and generate reports for

further site development. The external design of each page focuses on an intuitive
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interface, allowing users to easily and quickly obtain the information they are interested
in at any given moment.

The goal of the diploma project is to improve the efficiency of knowledge
acquisition via the Internet by developing an adaptive WebRTC video conferencing web
application, with implementation stages as follows:

1) analyze and select tools for site development;

2) create a site prototype;

3) site layout and dynamics, server-side development;

4) frontend: HTML, CSS, JavaScript, Vue;

5) backend: Django, Django REST framework, WebRTC;

6) test the site and evaluate the effectiveness of the development.
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3 METHODS AND ALGORITHMS FOR PROBLEM SOLVING

3.1 Network traffic modeling

Traffic mathematical modeling in a network, which allows for predicting loads
and ensuring quality of service (QoS) during video conferences, is an important task for
the effective operation of communication systems. In this context, various models,
methods, and tools can be utilized for analyzing traffic and planning network resources.
Here are some key aspects to consider:

Video conferences can generate various types of traffic, including video, audio,
signaling traffic, and other data. Models should consider the different characteristics of
these types of traffic. For each type of traffic, the average packet size and bitrates need
to be determined. These are determined by the codecs and settings of the video
conferencing system.

Information flow can be static or dynamic. For example, if participants join or leave
a video conference, it can impact the network traffic. Models should consider the start
and end times of conferences, as well as their placement in the network. To ensure QoS,
routing and network resources need to be considered. This includes evaluating
bandwidth, delay, and packet loss on different network segments. Based on traffic
models, strategies for resource planning, such as allocating bandwidth for video
conferences in a prioritized order, can be developed. After deployment in the network,
it is necessary to constantly monitor real traffic and, if necessary, make adjustments to
the resource plan.

For mathematical modeling, various approaches can be used, including analytical,
simulation, and optimization methods. Such models can be useful for predicting loads,
determining optimal network parameters for QoS, and ensuring high-quality video
communication.

It is also important to consider network security and confidentiality during video

conferences, as it involves handling sensitive information.
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Overall, mathematical modeling of traffic in a network is an important component
for efficient resource management and ensuring quality of service during video
conferences.

To further detail and develop mathematical traffic models for predicting loads and
ensuring quality of service (QoS) during video conferences, let's consider some specific
aspects and methods.

1 Traffic modeling. Queueing models, such as M/M/1 or M/M/c models, can be
used to analyze delays and throughput on network resources during video conferences.

Markov models can help in assessing the network state and transition probabilities
between states based on different events, such as participant join or leave.

2 Resource optimization. Utilizing optimization methods to ensure high-quality
service. For example, setting priorities for different types of traffic and regulating
allocated bandwidth.

3 Monitoring and analysis of real traffic. Monitoring systems that gather data on
real traffic, delays, and packet loss during video conferences. This helps analyze actual
conditions and make adjustments to the resource plan.

4 Load forecasting. Analyzing historical traffic data to forecast peak loads during
video conferences and other events. Predicting changes in load based on organizational
growth and video conferencing usage.

5 Resource management strategies. The ability to use SDN (Software-Defined
Networking) or other intelligent systems for real-time network configuration,
considering changing demands.

6 Security and privacy measures. Protecting against unauthorized access and
maintaining data confidentiality during video conference transmissions. Measures to
safeguard the network from attacks like DDoS, which can cause QoS degradation.

Mathematical modeling and traffic analysis in a network help ensure stable and
reliable operation of video conferences, reduce the risks of overload, and guarantee high-
quality service for users. Continuous monitoring and analysis are important aspects of

network management to achieve these goals.
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An algorithm for preserving convenience of conversations by reducing image
quality has been developed. This is because on the computer on which it was developed
(AMD A4-9120C 2x2.4GHz, 4GB RAM, 512GB storage), video freezing started to

occur when more than two people were connected, due to system overload. It looks as
follows (fig. 3.1).

Mew client
connectio

Mumber of

clients =
47

Mo
Mo
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High image Medlum Low image
uality 'mage quality
q quality
End

Figure 3.1 - Flowchart of the convenience preservation algorithm

Every time a new client is connected or disconnected, the algorithm for checking

the number of clients is triggered. If there are only 2 people in the conference, the image
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quality will be set to high (1920 x 1080). If there are more than two people, the next
check is triggered. If there are more than 2 people in the conference, for example, 3 or
4, the image quality is set to medium (1280 x 720). At the final stage, when the number
of clients is > 4, the image quality for all persons is set to low (854 x 480). The results

of the algorithm application are shown in fig. 3.2 and fig. 3.3.
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Figure 3.2 - Load before applying the algorithm
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Load after applying the algorithm
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Figure 3.3 - Load after applying the algorithm

In order to avoid a decrease in image quality and maintain convenience during
conversations, it is necessary to have a computer with better specifications than mine or
host this application on a server that can support the video stream and has sufficient
memory for processing client data. By choosing a server with enough memory and good

bandwidth, the application can handle a load of more than 10 people.

3.2 Description of a self-similar flow model

Self-similarity in traffic structure is characterized by remaining unchanged under
repeated scaling, meaning there is a small deviation from the average traffic. This
phenomenon impairs performance when passing through network nodes. Self-similar
models may exhibit long-range dependence, indicating a relationship between events
over a significant period of time. A self-similar process is characterized by

unpredictability, and its statistical parameters exhibit scaling properties. The difference
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between self-similar and Poisson processes lies in the presence of long-range
dependence — the probability of the next event depends not only on time but also on past
events.

Therefore, the number of events depends on past events within certain time
intervals. There are flows where the probability of the next event depends on past events
in previous time intervals, such as flows with limited memory. These flows are
characterized by a finite set of distribution functions for adjacent intervals between
events. Such models are typically used for approximate estimates of network capacity
and in situations where precise traffic parameter values are unavailable. However, the
increasing complexity of subscriber traffic nature has led to the neglect of random
fluctuations, which can cause disruptions even for large nodes. Therefore, various
mathematical models of subscriber traffic and different methods of its description are
being considered. The desire of users to receive traditional telephony and data
transmission services drives the development of communication networks. One
important statistical property of traffic is the presence of dependence between its parts,
which does not disappear when the time scale changes, as is the case with traditional
random processes used to describe telecommunications traffic. Therefore, it is necessary
to consider the vector of subscriber traffic, which consists of several components, each
reflecting the traffic properties of specific groups of subscribers with the same integral
characteristics. Since each of them describes traffic of different origins, this approach
allows these components to be considered statistically independent.

The simplest examples of self-similar objects are fractals, which, according to the
definition of Belgian scientist Benoit Mandelbrot, represent a structure composed of
parts that are, in some sense, similar to the whole. From a mathematical point of view,
a fractal is characterized by numerous fractal dimensions. Therefore, self-similar
processes are often referred to as fractal.

There are various methods for generating self-similar flows, with one of the most
well-known methods being the one initially proposed by Mandelbrot. This method is
based on the superposition of several independent sources with the same ON/OFF

distribution, where the intervals between ON and OFF periods exhibit the Noah effect.
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By strictly alternating ON/OFF sources, we mean a model where ON and OFF periods
strictly alternate, the durations of ON periods are independent and have the same
distribution, the durations of OFF periods are also independent and have the same
distribution, and the sequences of ON and OFF period durations are not dependent on
each other.

The durations of ON and OFF periods can have different distributions. The Noah
effect in the distribution of ON/OFF period durations is a key aspect in modeling self-
similar traffic, distinguishing it from models that use standard exponential or geometric
distributions. The Noah effect is analogous to the infinite dispersion syndrome observed
through empirical observations, indicating that many natural phenomena can be
described by a distribution with infinite dispersion.

Mathematically, to achieve the Noah effect, one can use a Pareto distribution or a
logarithmic-normal distribution, which is often referred to as "heavy-tailed
distributions".

It is considered that a random variable has a heavy-tailed distribution if:
1-F(x)=x"%x - oo, (3.1)
In other words, the tail of the distribution decays according to a power law,

distinguishing it from a distribution such as the Gaussian with an exponential decay of

the tail. A common example in this case is the Pareto distribution (see fig. 3.4).
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Figure 3.4 - Heavy-tailed distribution

It is commonly assumed that network traffic can be accurately characterized by a

heavy-tailed distribution. The Pareto distribution has the following function:

Fey=1-(2) (3.2)
where a — shape parameter that characterizes whether the distribution will have a finite
or infinite mean and variance;

B — lower bound parameter (minimum value of the random variable x).
The function that defines the probability density function of the Pareto

distribution:

f)=1-2

: (ﬁ)a+1 x> Ba>0, (3.3)

X

fx)=Fx)=0,x<p, (3.4)
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The parameter o determines the mean and variance as follows:
- for o < 1, the distribution has an infinite mean;
- for 1 < a <2, the distribution has a finite mean and infinite variance;
- for a > 2, the distribution has infinite variance.

There is also a relationship between the parameter o and the Hurst parameter.

H=== (3.5)

The classical Pareto distribution is used to model various objects in this process,
such as the size of disk files, web pages, data fluctuations, etc. Its feature is the presence

of the so-called "heavy tails" on the distribution curve.

3.3 Internet protocol WebRTC
WebRTC (Web Real Time Communications) — A standard that describes the

direct transmission of streaming data between browsers in real time (see fig. 3.5).
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Figure 3.5 — UML sequence diagram of WebRTC
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To establish a connection between two clients (peer-to-peer connection), we need
an auxiliary server. The WebRTC standard specifies that we can implement it ourselves.
It can be either a REST API or a websocket. To establish a direct connection, we need

to know the IP addresses of these clients (see fig.3.6).

Signalling Signalling

Media

Peer Peer

Figure 3.6 — Peer to peer connection with public IP

But we do not always have them because not all clients have a public static IP
address. Most devices that connect to the internet are behind NAT (Network Address
Translation — translates internal local IP addresses located behind a firewall into external
global IP addresses). They connect to routers, the router has a static public address, and
it translates our local internal device address into an external public address. We need

to find out the public address of our client (see fig 3.7).
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Signalling Signalling

Figure 3.7 — Peer to peer connection with NAT

For this, there is a technology called STUN (Simple Traversal of UDP through
NAT — allows you to find out your external address and port number). It is a network

protocol that enables a client to discover its public address (see fig 3.8).
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Figure 3.8 — Peer to peer connect through NAT via STUN server
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After we know the IP address, port, and all other metadata about our client, we
start capturing media content (video, audio, or some data) and we need to send it through
the signaling service. It works like this: the client sends our media data or a connection
request and ICE Candidate (these are the metadata we collected: IP, port, etc.) through
the signaling service to another client it wants to connect with. The second client, in
turn, does the same: it captures its media data (video, audio), as well as its ICE Candidate
(its own IP address), it also goes to the STUN server to obtain it and sends it back in
response, but now it sends not a request, but a response. After the second client receives

the information, a direct connection is established (see fig. 3.9).

WebRtcUser WebRtcUsersService
-remoteUser: user +webRtcUsers: Array<WebRtcUser>
+isUserConnectionConfirmed: boolean +signalsSubscription: Subsciption

-rtcPeerConnection: RTCPeerConnection

SErleMEdE s MEdESTEEH +createNewRemoteUserAndCall(userDetails)

+removeUser(userToRemove: WebRtcUser)

-rtcConnectionStateChangedSubject: Subject : :
+rtcConnectionStateChangedObservable: Observable /0 +subscr|b_eOnS|gnals()

3 +handleSignal(signal)
+initRtcPeerConnection() N |+callUsers(usersToCall)
+createWebRtcOffer() R
+closeRtcPeerConnection() Y
+handleSignalingSignal() WebRtcUsersService
+createAnswerOnRtcOffer() manages all
+handleRtcAnswerOnOffer() WebRtcUser instances
-sendSignalOnServer() for all browser
-handleRtcOnSignalingStateChanged) gonmeghions
-addRemoteMediaTrack(track)

-onRtclceCandidate(rtcPeerConnectioniceEvent)
-handleRtcOnNegotiationNeeded)

Figure 3.9 — UML class diagram of connection settings in WebRTC

There are cases when it is impossible to establish a connection, such as when using
3G. In such cases, another technology called TURN (Traversal Using Relay NAT —
allows data to be received through TCP or UDP connections) server (see fig. 3.10)
comes into play. It is used as a last resort intermediary, converting a peer-to-peer
connection into a client-server connection. This means that data is routed through the
server between clients. Such scenarios should generally be avoided because with a

TURN server, everything works slower and the quality of the image is worse.
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Figure 3.10 — Peer to peer connect through NAT via STUN server and TURN server

TURN server TURN server

3.4 WebRTC in JavaScript

The program works as follows (see fig. 3.11): In client number one, you need to

create an instance of RTCPeerConnection and pass it the configuration with ICE
servers.

53 ]

CLIENT 1 CLIENT 2
new RTCPeerConnection(iceServers) RTCPeerC (iceSer )
RTCPeerConnection.setLocalDescription(local media stream) Hcw sertonnectionticeaatvers
RTCPeerConnection.createOffer()
b
|
ICE candidate (A)
.
4

RTCPeerConnection.setRemoteDescription(offer)
RTCPeerConnection.addIceCandidate (ICE candidate A)
RTCPeerConnection.setLocalDescription(local media stream)

RTCPeerConnection.createAnswer()

A

ICE candidate (B)

A

RTCPeerConnection.addIceCandidate (ICE candidate B)
RTCPeerConnection.setRemoteDescription(answer)

Figure 3.11 — UML sequence diagram of using WebRTC in JS
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This is a JSON containing the URLs of STUN and TURN servers. After that, you
need to capture media content (video and audio) and set it as LocalDescription in
RTCPeerConnection (this is the content that needs to be transmitted). When setting
LocalDescription, the on ICE Candidate method is triggered, after which we create an
offer for the connection. We send our ICE Candidates, that is, our metadata about the
client, as well as the offer to the other client. In turn, client number two also creates an
RTCPeerConnection, and at the moment when it receives the offer, it sets it using the
setRemoteDescription method. Then it takes the ICE Candidates it received, adds them
to itself, indicating that it will connect using this ICE Candidate. After that, client
number two captures its local content (video, audio, data, whatever) and, just like the
first client, creates an answer; the on ICE Candidate method is triggered (it learns about
its metadata, its IP), and all these things are sent to client number one. Client number
one does the same: it adds client two's ICE Candidates to itself and calls
setRemoteDescription with the answer. Thus, we have set the local content and remote

content for both clients, and direct streaming begins.

WebRtcUser
+remoteUserLogin: strign
-rtcPeerConnectioninstance: RTCPeerConnection br\;(é%%s#(cales
#mediaStream: MediaStream protocol
-rtcConnectionStateChangedSubject: Subject _..-1implementation
+rtcConnectionStateChangedObservable: Observable W details

+initRtcPeerConnection()

+createWebRtcOffer()

+closeRtcPeerConnectionConnection()
+onRtcConnecectionAllowedByUser()
+handleSseSignalNewlceCandidate()
+createAnswerOnWebRtcOffer(rtcOffer: RTCSessionDescription)
+handleWebRtcAnswerOnOffer(rtcAnswer: RTCSessionDescription)
+sendSdpAnswerOnSignalingServer()
+onlceConnectionStateChanged()

+onRtclceCandidate()

+addRemoteMediaTrack(track: any)
+onRtcSignalingStateChanged(this: RTCPeerConnection)
+handleRtcOnNegotiationNeededEvent(ev: Event)

i

+webRtcUsers: Array<WebRtcUser>
+sseSignalsSubscription: Subscription
-needToFetchWebRtcUsersSubject: Subject
+needToFetchwebRtcUsersObservable: Observable

WebRtcVideoUsersService

+createNewRemoteUserAndCall(userLogin: strig)

+removeUser(rtcUser: WebRtcUser)

+subscribeOnSseSignals()

+createNewWebRtcUser(userLogin: string)

+onRtcPeerConnectionStateChanged(user, newConnectionState: RTClceConnectionState)
+openRtcPeerConnectionOffer(userLogin)

+handleSseWebRtcSignal(signal: SseMessage)
+handleVideoConversationOffer(callPayload: string, sentFrom, sentTo)
+sendConversationAcceptedSignal(connversationid: number)

Figure 3.12 — UML class diagram of channel management logic implementation in
WebRTC
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These two classes include the logic for creating and managing conversation
participants, as well as data transmission channels using WebRTC technology. It is
important to note that the WebRtcVideoService has the capability to store metadata and

data streams, thus this class has service functionalities (see fig. 3.12).
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4 DESCRIPTION OF SOFTWARE IMPLEMENTATION

Enter the website address in the browser to access the login page (fig. 4.1). Enter
the admin account: admin, and password: admin123 to log in as administrator

successfully.

User Login

Register

Figure 4.1 - Login page at the beginning

After logging in successfully, you will be taken to the administrator homepage

(fig. 4.2).
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Figure 4.2 - Admin’s profile page
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The homepage you enter differs depending on the account used (fig. 4.3 and fig.
4.4).
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Figure 4.3 -Doctorl1’s profile page

T a o @0,

A  patientt

Introduce
Doctors

patient1

Remaote
Diagnosis
System:

= System
Function

Figure 4.4 - Patient1’s profile page
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Click the video-call option in the left sidebar to enter the video-call homepage. If

your device has a camera, you will be able to see yourself (fig. 4.5).

Online User

Figure 4.5 - Home page for video-call (before making a call)

Select a user you want to call from the online users, click call, and then wait to be
connected. Once the other party answers the video call, you will see both parties' video
feeds on the screen. The larger video feed shows the other party's camera content, while

the smaller video feed shows your own camera content (fig. 4. 6).

Figure 4.6 - Home page for video-call (calling)
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Click the user menu, and you will see three submenus. The user management

submenu allows you to view user details, change user roles, and delete users (fig. 4.7).
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Figure 4.7 - Home page for users manage

The role management submenu allows you to change role permissions (fig. 4.8).

Figure 4.8 - Home page for roles manage
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The permission management submenu allows you to add, update or delete
permissions (fig. 4.9). Through the above operations, once the user lacks certain

permissions, they will lose access to some pages and the ability to use certain features.

GET

Add Update

Add Updale

aET

L] Dearson

Figure 4.9 - Home page for permissions manage

Click the record menu, and you will see two submenus. The record list submenu

allows you to view all records (fig. 4.10).
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Figure 4.10 - Home page for records

The record create submenu allows you to create a new record (fig. 4.11).
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Figure 4.11 - Home page for creating records
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5 WEB APPLICATION TESTING

Website testing is an important stage in development that helps identify errors and
shortcomings to ensure a quality product for users. It can be conducted in various ways,
but all are aimed at verifying whether the website meets the client's requirements.

The main stages of website testing include:

1) functional testing: checking whether all website functions work according to
requirements;

2) link testing: verifying that links lead to the correct pages;

3) form testing: ensuring forms work correctly and securely;

4) HTML/CSS validation: checking that the HTML and CSS code is valid and
well-structured.

The more complex the website, the more time is required for its testing. In some
cases, up to 50% of the total budget and time resources may be allocated to website
testing. Website testing is a crucial step that helps create a quality product that meets
user requirements.

Here are some tips for effective website testing:

1) develop a testing plan that defines which functions and aspects of the website
will be checked;

2) include people with diverse skills and experience in the testing team;

3) test the website on different devices and platforms;

4) conduct testing at various stages of website development to identify errors as
early as possible.

Website testing is a complex process, but it is worth it. Usability testing (checking
convenience): Usability testing is the process of evaluating a website from the end user's
perspective. Its goal is to determine whether the website meets user expectations and is
easy to use.

The testing was successfully conducted to ensure stable performance and

compliance with requirements. During the testing process, all key functional elements
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of the system were examined, including user registration and authentication, video
conferencing creation and management, and administration.

Functional testing demonstrated that all core platform operations are performed
correctly. Specifically, the authentication system was verified, allowing users to log in
successfully after registration, and the ability to create new posts without delays was
confirmed. Additionally, it was verified that the video conferencing features operate
without errors and do not disrupt the overall platform logic.

Performance testing of the platform was carried out under conditions of
simultaneous access by a large number of users. The platform demonstrated high
resilience and responsiveness in processing requests, indicating its readiness for
operation under high-load conditions.

Special attention was given to security testing. The checks confirmed that the
platform is reliably protected against common attacks, such as SQL injections and XSS
attacks. Testing also verified that users' confidential data (passwords, personal
messages) is stored using encryption and is not susceptible to unauthorized access.

The testing ensured the platform’s high quality, security, and stability, enabling

users to seamlessly interact with the content and utilize all available features.
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6 ECONOMIC JUSTIFICATION FOR APP DEVELOPMENT

6.1 Analysis and preparation of source data
Before the development of the product, several analyses were conducted.
1 Environment analysis:

— similar products are already present in the market, and upon comparison, it
can be concluded that my product is feasible because it has no functional limitations or
time constraints for holding conferences;

— if we consider the advantages and disadvantages between my product and
those on the market, it can be concluded that a significant advantage is that my
application will operate on its own (separate) server, for example, based in an institute,
which can be managed as desired. The presence of competitors like Zoom or Microsoft
Teams, which have separate applications with the advantage of powerful servers and a
large support team, can be considered appropriate.

2 Market fnalysis:

— the demand for my product is growing as the field of Telemedicine and
communication expands.

After conducting these analyses, | saw the feasibility of this product and

proceeded with the development.

6.2 Product description

Purpose of this product:

1)  the purpose of this product is to enhance the efficiency of communication
via the Internet by developing an adaptive web application using WebRTC technology.
The design is crafted in such a way that it is easy to find the necessary information and
quickly select the desired action;

2)  afeature of the product is the development of a personal tool for video calls
to avoid any limitations in time or functionality;

3)  services of the Service:

a) creation of calls;
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b) connection to calls;

c) write a medical record;

d) review medical records;

e) editing the profile in the personal account;
f) manage departments;

g) manage users;

h) manage permissions;

4)  the product on the market has its uniqueness because the field of
telemedicine is developing every day, and it would be very convenient if every hospital
had its own application for conducting video conferences, thus avoiding limitations and
unnecessary expenses on similar products;

5)  this product is not a patent novelty, as there are already similar applications
on the market;

6)  protection of consumer qualities:

a)  patents and copyrights:

— patents can protect unique technical solutions or innovations
that | used in my application, such as an algorithm for maintaining connection quality
by reducing image quality;

— copyright protects the original program code, the user interface
which is minimalist and convenient, the graphic design, and other creative aspects of my
application;

b)  warranty:

— the warranty of my product is one year of trouble-free
operation of my application, in case of failure or malfunction, restoration work will be
carried out;

c)  return policy:
— if the client is dissatisfied with the application, they can request

a refund within 14 days after purchase.
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6.3 Market research and analysis

6.3.1 Market segmentation by consumers

The developed application is designed for creating, planning, and conducting
calls. From this, it can be concluded that the product will be of interest to healthcare
industry enterprises, higher education institutions, medical technology colleges, and
small medical institutions.

Market segmentation of the product by user categories and areas of application

can be presented in table 6.1.

Table 6.1 - Market segmentation

Usage Area (Segments) Segment Consumers
Code
I | v
Healthcare Industry Enterprises A X X
Higher Education Institutions B X X | x
Medical Technology Colleges C X X
Small Medical Institutions D X X

In Table 6.1 the following designations are introduced:

— | - engineers, technologists, designers, operators;

— Il - teachers at universities, technical schools, secondary schools, laboratory
staff;

— [11 - research staff;

— IV - general consumers (patients and their families)/

When examining the operations of healthcare industry enterprises, it is evident

that they heavily rely on online communication for effective collaboration and patient



51

management. Therefore, it is reasonable to assume that the demand for this product will
be substantial. Healthcare professionals, including engineers, technologists, and
operators, can easily discuss critical issues and share information online, facilitating
timely decision-making.

In the context of higher education institutions, such as universities and colleges,
the demand for effective communication solutions may be even greater. The number of
students and staff in these institutions significantly exceeds that of healthcare
enterprises. However, similar to healthcare organizations, higher education institutions
often face financial constraints that limit their ability to address their online
communication needs comprehensively. While many healthcare facilities may invest in
dedicated communication applications, educational institutions frequently struggle to
afford ongoing subscription costs and premium services.

Medical technology colleges also present a promising market segment. These
institutions need efficient communication tools to support their educational programs
and facilitate collaboration among faculty and students. Yet, like other educational
establishments, they often lack the budget to invest in costly communication solutions.

Furthermore, small medical institutions could be potential clients for my product.
By implementing this solution, they can avoid recurring subscription costs associated
with traditional communication platforms. Instead, they would only need to make a one-
time purchase, allowing them to use the product continuously without incurring
additional expenses.

The analysis of the market segments' capacity is shown in Table 6.2.

Table 6.2 - Analysis of market segment capacity

Areas of Use Number of Objects Expected Sales Expected
(Segments) Using the Product per Object Segment Capacity
Healthcare Industry 1000 1 1000
Enterprises
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End of Table 6.2
Areas of Use Number of Objects Expected Sales Expected

(Segments) Using the Product per Object Segment Capacity
Higher Education 300 1 300
Institutions
Medical Technology 200 1 200
Colleges
Small Medical 8000 1 8000
Institutions
Total Market 9500 4 9500
Capacity

6.3.2 Parametric market segmentation

To provide a well-reasoned answer to the question of which indicators are most

attractive to consumers, | conducted segmentation (see Table 6.3).

Table 6.3 - Parametric market segmentation

Segment Code | Tqq) Percentage of Total
Parameters
AlBlIcCI|ID Score (%)
Price 41555 19 15
Functionality 5(5[5]|5 20 21
Interface Publishing| 4 [ 5|5 | 4 18 14
Performance 514145 18 18
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End of Table 6.3
Segment Code | Tq) Percentage of Total
Parameters
AlBlc|p]| Score (%)
Security 5(414]|5 18 12
Compatibility 5141415 18 15
Support 414144 16 5
Total 32131|31|33 127 100

By analyzing the summary data in table 6.3, it can be concluded that the most
important parameters in the consumer market are the functionality and price of the
product. The highest demands for the overall quality parameters of the product were
observed among medical technology colleges and small medical institutions.

6.3.3 Market segmentation by key competitors

Substitute products that perform the functions of my product are available, but they
do not fully meet the characteristics of my application. Therefore, currently, there are

no direct competitors in the market.

6.4 Cost estimation for software product development

6.4.1 R&D planning

This section defines the scope and timing of planned works. The organization of
the researcher's work is closely related to the organization of the entire research process.
Rational distribution of time is one of the conditions for the success of scientific
creativity. The means of achieving such success is the planning of work at all stages of
the research process. When planning R&D, it is not enough to simply divide the research
process into stages - it is necessary to determine the duration of each work taking into
account the available time fund.

The data on the performance of the executives are shown in Table 6.4.
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Table 6.4 — Performer productivity data

NO. Type of Work Productivity (hours)
1 Studying the task description and formulating 50
the problem statement
2 Developing algorithms for solving the problem 50
3 Compiling the program scheme 40
4 Developing the program 200
5 Debugging the program 50
6 Documenting the project 50

Labor costs (in person-days) for research work are calculated using formula (6.1):

T=Ty+Ta+Te+Tp+T,+ Ty, (6.1)
where T, — labor intensity for studying the task description and formulating its statement;
T, — labor intensity for developing the program algorithm;
T. — labor intensity for creating the algorithm flowchart;
T, — labor intensity for program development;
T, — labor intensity for debugging the program on test examples;
T4 — labor intensity for preparing the documentation.
The labor costs of all types are determined by the notional number of operators,

which is calculated using the following formula (6.2):

Q =q KX P, (6.2)

where Q — notional number of program operators;

q — estimated number of program commands;

K — complexity coefficient of the program (for real-time tasks, K=1.5);

P; — correction coefficient of the program (ranges from 0.4 to 0.8);

n —number of program corrections.

The labor intensity for studying the task description and formulating its statement
can be calculated using formula (6.3):
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Top = ———, (6.3)

8 Vos  Kip
where Vs — performer productivity, with data on productivity provided in Table 6.4;
Kxs — performer qualification coefficient (depends on work experience and is
equal to: up to 2 years — 0.8; 2-3 years — 1.0; 3-5 years — 1.2; 5-7 years — 1.4);
v — coefficient that accounts for the quality of the work description (ranges from
0.9t0 1.0).

Labor costs for other types of work are calculated using formula (6.4):

_ Q
8 - Vl - KKB,

T; (6.4)

where V; — productivity of the performer for the iii-th type of work;
I — type of work.
According to formula (6.2), the conditional number of program operators is equal

to:

10
Q = 440 -1.5-20.5 = 3300.

=1
The labor intensity of studying the task description and formulation is:

T,r = 5300 09 =116
°f7 8-40-08 T
The labor intensity of developing algorithms for solving the tasks is:

3300

T, = ———==10.31.
“ 8-50-0.8

The labor intensity of creating the program flowchart is:
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3300

T.= ——=12.89.
© 8-40-08

The labor intensity of developing the program is:

3300

Ty= ————==4.3.
P 8-120-0.8

The labor intensity of debugging the program is:

3300

T, = ———==17.19.
° 8-30-0.8

The labor intensity of preparing the documentation is:

3300

T,= —— =10.31.
47 8.50-0.8

The total labor costs for the research work are:
T=11.6+1031+1289+4.3+17.19+ 10.31 = 66.6.

6.4.2 Basic salary costs

The cost structure includes: basic and additional wages according to the salaries
and rates established by current legislation for those directly involved in the execution
of a specific project (scientists, scientific and technical staff, research support staff, and
production workers). The calculation of the basic salary costs (BS) for scientific

personnel is summarized in table 6.5.



Table 6.5 — Basic salary of workers

Position Salary, Number of | Labor Participation | Total, USD
USD/month Months | Coefficient
Manager 1000 3 0.2 600
Student 500 3 1 1500
Total: 2100

6.4.3 Additional salary costs

The additional salary (AS) of production workers is calculated proportionally to
the total amount of the basic salary and amounts to 10% of it. According to formula
(6.5):

3AS = 335 ) 01 (65)

The additional salary amounts to 210 USD.

6.4.4 Material costs

This section describes the costs of raw materials, primary and auxiliary materials
used in the development. All expenses are determined based on current prices.

The calculation is performed using formula (6.6):

m
Cu= ) Hy %, (66)
1

where Hpi — the consumption rate of the iii-th material per unit of product;
Y; — the price per unit of the iii-th material,
m — the number of types of materials.

The calculations are presented in table 6.6.
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Table 6.6 — Calculation of main material costs

NO. Material Name Unit of | Consumption | Price (USD Total

Measure | Rate (units) per unit) (USD)

. Monthly Internet month 3 4.22 12.66

Costs
2 Pape month 3 1 3
3 Stationery month 3 1 3
Transportation and month 3 5 15
4 procurement
costs (8%)
Total: | 33.66

Material costs amount to 33.66 USD.

6.4.5 Depreciation charges

The article specifies the depreciation charges for fixed assets (equipment)
necessary for the development of the software product if the cost of a unit of required
equipment exceeds 67.5 USD. (If it does not exceed, this equipment is classified as low-
value and quickly depreciable items (MShP) and is fully expensed in the cost price.)

Depreciation should be calculated using the straight-line method and calculated

using the formula (6.7):

C-N,-K
Aeal = —5
where C — price of the equipment;

(6.7)

N, — depreciation rate, where N, = 60%;
K — the number of months of operation.
When calculating depreciation, the equipment listed in Table 6.7 is taken into

account.
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Table 6.7 — Calculation of equipment costs

Equipment Quantity (pcs) Price (USD/piece)
System Unit 1 675
Monitor 1 135
Keyboard 1 32.4
Mouse 1 21.6
Total: 864

According to formula (6.8), taking into account the 3-month period of equipment
operation, the depreciation charges amount to 129.6 USD.
6.4.6 Electricity costs

The electricity costs are determined using the formula (6.8):

3, = W, P-Ty, (6.8)

where W, — the power of the hhh-th type of equipment in kW;

P — the cost of electricity per kWh in USD;

Th — the operating time of the hhh-th type of equipment in hours.

The electricity consumption tariff is 0.07 USD per kwWh. The power of the system
unit is 0.12 kW, and the monitor is 0.05 kW. The hours used are 3300.

According to formula (6.8), the electricity costs amount to 39.27 USD.

6.4.7 Overhead costs

This article includes general economic expenses, administrative expenses, rent,
heating costs, lighting, labor protection expenses, etc., and accounts for 5-10% of the

total scientific staff costs:

306 = (335 + 3AS) : 005 (69)



According to formula (6.9), the overhead costs amount to 8.8 USD.

6.4.8 Calculation development costs
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Below is the calculation of all previously calculated costs (table 6.8) necessary

for the development of the software product.

Table 6.8 — Calculation of all costs for software development

No. Indicator Amount (USD)

1 Basic Salary 2100
2 Additional Salary 210

3 Material Costs 33.66
4 Depreciation Deductions 129.6
5 Electricity Costs 39.27
6 Overhead Costs 8.8

Total: 2,521.33

6.4.9 Profit for the developer

The profit (P) is 20% of the development costs and amounts to 504.27 USD.

6.4.10 Value added tax

Value-added tax (VAT) is a consumption tax on goods and services that is levied

at each stage of the supply chain where value is added, from initial production to the

point of s 1 ale. The value-added tax (VAT) in China rate is 16% of the product prices
and amounts to 484.1 USD.

6.4.11 Estimated cost of R&D

The estimate cost is a financial and planning document approved in accordance

with the established procedure or duly adopted, which contains the relevant items and

amounts of funds spent.



61

The estimated cost of the research work in the work will be equal to the sum of

all previous items (6.4.8-6.4.10). All indicators are recommended to be presented in

(table 6.9).

Table 6.9 — Estimated cost of the R&D

No. Indicator Amount, USD
1 Development Costs 2,521.33
2 Profit 504.27
3 VAT 484.1
Estimated cost of R&D: 3,509.7

6.5 Recommendations

In the economic section of the diploma thesis, a number of key factors have been

clarified that determine the feasibility and effectiveness of the developed application.

One of the indicators is the economic benefit from using the application, namely the

time savings in the communication process. The economic analysis allowed for the

determination of the project's cost and the expected profits from its implementation.

Based on the calculations, it can be concluded that this development is advisable

to implement. As for suggestions, a broader functionality can be developed to cover a

larger market volume. Additionally, a more interesting design can be added for better

visualization and convenience.
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CONCLUSIONS

The innovation of this work lies in the creation of a web application that allows
doctors to perform remote consultations with patients, thereby reducing the risk of
doctors contracting respiratory diseases. For example, a patient with COVID-19, who is
highly contagious, can be diagnosed by a doctor through remote video consultation,
avoiding direct contact with the patient and greatly reducing the possibility of the doctor
contracting respiratory diseases.

A special methodology was developed for organizing the testing of the site,
according to which the site was checked. Testing was conducted in various ways.
Compatibility testing was carried out to check the performance of the site in different
software and hardware configurations. Cross-platform testing evaluated the site's
performance across different operating systems (desktop and mobile), including
Windows, i0OS/Mac OS, Linux, Android, BlackBerry, etc.
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